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IT infrastructure is one of the important pillafsamy country development. Emerging wireless tetduies
are offering new opportunities to develop very glidT infrastructures in order to deploy immediste
important and useful community services. One bigjlehge is to provide a possibility to build a netiwthat
can grow in term of coverage to offer service assgh as internet access for a large number @i@edth
different needs from the network.

In this context, we propose to analyse a wireleeshmetwork extended by an ad hoc network capable t
grow in an ad hoc way by using ad hoc routing cépal. The technical challenges are related fiosthe
authentication architecture, and second to the catéidentiality. More precisely, EAP-TLS over PANA
proposed and discussed in a multi-hop mesh networka security analysis is provided.
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1. Introduction

Securing access network is the first protectioriregdraudulent access to network services.
Authentication mechanism is essential for secutirggaccess to the network. This mechanism is
as much vulnerable as the media communicationvieseiopping sensitive. In fact in a wireless
network and in particular in an ad hoc network, dla¢hentication mechanism has to be strengthen
in order to ensure that only authorized users aténg access to the network services.

In the context of emerging wireless technologieeent access network architectures are
possible. Infrastructure, ad hoc, mesh or hybricl@ss access networks can be used for different
environments and applications. One of the very [somg architectures is the extension of a
wireless mesh network by an ad hoc network, thikalow a rapid coverage extension in order to
offer access for different services located inwlired part of the network. This architecture isyer
encouraged by wireless operators that own the meshork part. We are interested in this paper
by this mixed ad hoc-mesh network named multi-h@simnetwork and illustrated in Figure 1.

This architecture is composed of a set of Accesat®de.g. Wimax) interconnected as a
mesh network. Ad hoc network will be used to extdm coverage of the mesh network. Mobile
terminals will use the ad hoc network to get acdesthe internet or to any server behind the
operator’'s mesh network. The biggest problem isatitbentication of the mobile node.
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Figure 1. The multi-hop mesh network

2. Problematic

The architecture in Figure 1 considers that a nmestvork under the control of an operator
is extended by an ad-hoc network. Therefore thikitacture inherits from the security problems
met in ad-hoc networks, mesh networks and the acoestrol enforced by operators to protect
their network from intruders and illegal use.

Due to its features of open medium, and infrastmatéss, ad-hoc networks are vulnerable
to passive eavesdropping, message replaying, meesgiafprsion and active impersonation that
may be performed from the external perimeter of dwenpany or the campus where the
communications take place. Ad-hoc networks are &ighly vulnerable to Denial of Service
(DoS) attacks as any ad-hoc devices are soliciedrduting purpose, and users may deny
forwarding packets from one node to another fotdpatsavings, so too poor available network
resources lead to low quality connections or eviesgosnections. The ad-hoc routing may be
disrupted by users shortening or lengthening robtesemoving or injecting extra nodes on the
path between two nodes.

Additionally, in mesh networks, Access Points (ABB} very sensitive points as fake APs
may abuse users so their traffic is directed teah&Ps, and APs are then able to perform traffic
eavesdropping, tampering, or DoS attacks. In Hisr case, DoS attacks may result from the APs
denying forwarding the traffic.

For operators to grant accesss to their networ@uress to legitimate users only, a very
strict control should be enforced by operatorsstFirsers should be authenticated, and then
authorized by the operator. The authentication khbe as simple as possible for any users to
authenticate easily (e.g. login / password) andusblagainst intruders attempting to crack the
authentication method to get an illegitimate acess token ID).

Moreover, for a higher access service quality,adperators may provide users with a secure
solution to protect data exchanges over the railib &gainst eavesdropping and tampering.
Security services to be considered are data cantfadity, integrity, and origin authentication.

This article mainly addresses the security intéoast between the operator and the users in a
multi-hop mesh network environment. This includestual authentication between users and
operator’s access networks and data exchange tiootewer the radio link.



3. State of the art and related works

As far as we know, all the security problems désatiin section 2 are studied separately
from each other. Therefore this section gives gsmat of current research works done in ad-hoc
networks security and also for operator to conisars’ access in mobile environments.

3.1. Ad-hoc network security

Although our work is not about securing ad-hoc roekiwwe briefly describe the state of the
art of this research area in order to provide gdarew of security solutions in ad-hoc networks.
These solutions might be combined with our architecin order to minimize malicious nodes
acting in the ad-hoc part.

Ad-hoc network security is addressed today in e pag-hoc context and covers secure
routing, key establishment, authentication andifaation/revocation services. Secure routing is
an essential security component which permits tiegecand eliminating malicious nodes
disrupting the network, e.g. by advertising faleating information. Designed security protocols
include ARAN [2], Ariadne [3], SAODV [4] which altonsider a very constrained prerequisite
that nodes are configured with appropriate preesh&ey or public/private keys to support origin
authentication.

As such, a number of works were conducted towadadpting certification and revocation
services to ad-hoc networks, and most of them ifiestthe threshold cryptography [5][6] as a
possible solution where k-out-of-n nodes collabiuedy provide a certification service for other
nodes in the network. The revocation service isated when a minimum number of k nodes are
accusing a node of misbehaving, and sometimesctimnas balanced with the reputation of each
accusing node.

Therefore, the threshold cryptography is adapteddidnoc networks to establish keys that
may be used next to secure the routing, autheativades and exchange encrypted data. Another
solution is the ID-based cryptography [7] where tioele’s identifier is part of its public key, so a
public key is naturally bound to the node. Anotkelution [8] considers both cryptography, the
threshold one to initialize a private-key genemaserver for ID-based cryptography support.

3.2. Users’ access to wireless networks

In the past few years, access to IEEE 802.11 n&swstrongly evolved to integrate more
robust security mechanisms to support user auttaitn, key establishment and data protection.
Today IEEE 802.1X standard [9] defines a mecharfianport-based network access control to
prevent access to a LAN port until the authentizataind authorization succeed. It carries EAP
(Extensible Authentication Protocol) [10] messabesween the user and the AP of attachment
which relays EAP messages to the authenticatiores¢usually an AAA server like RADIUS or
Diameter) under EAP over RADIUS or EAP over Diametgotocol. After a successful
authentication, the mobile is registered as a MAGrass authorized to access to the LAN, and the
AP is registered as a MAC address in the mobilerddeer, the AP exchanges keys with the
mobile, and the 4-way handshake method for keybéistement is defined in the 802.11i standard
[11].

Since 2001, the IETF (Internet Engineering TaskcEpis defining a medium independent
solution that enables EAP messages to be carried IBvwithin a PANA (Protocol for Carrying
Authentication and Network Access) protocol [12hisT protocol is further detailed in section 4.1
as our solution is based on it, and has similaesehthan 802.1X defining a PANA client hosted
into the mobile, and a PANA Agent (PAA) locatedoiihe operator’s network within a router.
Once authenticated, data exchange may be protbetagden the PANA/802.1X client and server
using the key obtained from the 4-way handshakehodetA recent idea is that EAP may also
serve itself to establish a common secret betwleeANA client and authentication server. The
secret may be communicated to the PANA Agent, so #n IKE/IPsec [13] tunnel is setup for
instance between the PANA Agent and client and dathange over the link layer is secured.



4. Proposed security architecture

A very first idea for securing access to mesh nétwads to adapt IEEE 802.1X so that
mobiles may be authenticated by the mesh accessr rwosting an AP). However, as explained
in section 3.2, authentication is done at layeth2;association between mobiles and mesh access
routers relates to MAC addresses. As such, the lm@bassumed to be directly (and physically)
attached to the mesh routers in IEEE 802.1X, andimple adaptation to multi-hop context is
possible.

Therefore, PANA (Protocol for carrying Authenticatifor Network Access) [12] appears as
a manifest solution to overcome the authenticatoncern as PANA is designed to enable
customers to authenticate to the access netwonig tise IP protocol. Thus PANA is independent
of the underlying access technologies and is agipliécto any network topology.

Moreover PANA is an EAP lower-layer and as such &AP method is suitable for
customer’s authentication.

Section 4 is organized so first PANA framework éscribed, second the full architecture is
presented with the selection of EAP-TLS over PANAd dPsec/IKE, and finally, a security
analysis of the solution is discussed.

4.1. PANA framework

An access control framework using PANA definesfthe following functional entities:

* PANA Client (PaC): The PaC resides in the mobile wishing to gain s€a® the
network. The PaC is responsible for requesting emitbation to the PANA
Authentication Agent and providing the credenttalprove its identity.

¢ PANA Authentication Agent (PAA): The PAA within the access network interacts with
the authentication server to determine the acaassat state and then communicates this
state to the Enforcement Point.

« Enforcement Point (EP): The EP controls access to the network. It blocka taffic of
a new node until it is successfully authenticat€hly configuration flows and
authentication data are permitted to go freelyugtothe EP such as PANA, DHCP, PAA
discovery, etc. The EP receives the attributeshef authorized clients from the PAA
either through an API (if both EP and PAA are coalied on an Access Router AR) or
the SNMP protocol for instance (if they are remptetated).

e Authentication server (AS): The AS is asked by the PAA to verify the credestiaf a
node requiring access to the network. The AS and Ban be co-located in the same
node so a simple API is sufficient for their comrmations; otherwise communications
are supported by an AAA protocol like Diameter gkxIRUS.

4.2. Technical description

As depicted in Figure 2, when a new mobile joins tietwork, first it gets an IP address
called pre-PANA address from the local DHCP serasrd then it initiates PANA protocol to
discover the PAA (located on the AR - Access RQuéaid to authenticate itself. Note that the
mesh router and intermediate nodes are configusegetmit some IP flows including DHCP,
neighbour discovery, and PANA for unauthenticatedrs. Once successfully authenticated, the
client initiates the IKE protocol with the mesh teuin order to establish a security association.
Then the IPsec tunnel ensures data protection theeradio link and an inherent data access
control by the mesh router.

For discovering PAA, the PaC broadcasts PANA-PAAddver message. By default the
first PAA responding with the PANA-Start-Requestssege is selected by the PaC, and the PaC
replies with the PANA-Start-Answer message in ortterenter to the authentication phase.
Mechanisms to mitigate DoS attacks happening dutireg discovery phases are described in
section 4.3.
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During the authentication and authorization phageANA supports EAP messages
exchanged between the PaC and the PAA, and the iRfes EAP messages to the AS for
instance using EAP over RADIUS (cf. Figure 3). Tdimice of the EAP method depends on the
credentials used by the PaC and the AS. For op&ratmnagement efficiency, the EAP-MD5
method based on a login / password would be a gdwice, but it suffers from known

vulnerabilities (dictionary and brute-force attgclend does not support mutual authentication.

Therefore, we selected EAP-TLS [14] which offer tbibowing advantages:

e Itis proved to be secure and robust against attéekder some conditions like mutual

authentication selection);




e Mutual authentication is supported based on pukédig certificates and detects rogue
mesh access routers;

« Derivation of keying material is possible to prdteetwork access by providing an IKE
pre-shared key (IKE-PSK) to PaC and EP. More pedgisifter EAP-TLS authentication,
PaC and AS share a common key called MSK for M&8éssion Key; thanks to MSK,
an AAA-Key may be derived on both PaC and AS; AAAKs securely communicated
by AS to PAA and serves to derive two other keys ¢PANA-MAC-Key) to protect
PANA messages between PaC and PAA, and the IKEAR8&h is configured by PAA
into EP (cf. Figure 2). In case of moves, a new-IRE&K is put in place between PaC and
the new EP.

Upon exchanging messages PANA-Bind-Request and REBMA-Answer, the authentication
phase is completed, and thanks to their IKE preesh&ey, PaC and EP are able to initiate IKE
exchanges [13] to mount an IPsec tunnel.

PANA/EAP-TL S authentication procedure

The sequence of messages exchanged during a duteeskentication process is shown in Figure
3. The mesh access router sends an EAP-Requetitiideressage encapsulated in PANA-Auth-
Request message to the PaC. This message starfgrdbess of authentication and then the
authentication proceeds as follows:

1. Upon receiving the EAP-Request/Identity message, RAC sent back his identity (e.g.
username, hostname ...) in an EAP-Response/ldentitysage encapsulated into a PANA-Auth-
Answer message.

2. Once having received the PaC'’s identity, the mesiter forwards this message to the AS.
From this point, the mesh router acts as a passughr (Figure 3) between PaC and AS.

3. The AS then sends an EAP-TLS/Start packet to #tertEAP-TLS conversation with the
PaC.

4. The PaC responds by sending a TLS client_hello $taalce message which contains the
TLS version number, a TLS session Id, a random rmuménd a set of supported cipher suites
(encryption algorithms).

5. The AS then sends an EAP-Request packet contaiainig.S server_hello handshake
message followed by a TLS certificate, server_kgghange, certificate_request and
server_hello_done. The server_hello handshake agessontains the AS’s TLS version number,
another random number, a sessionld, and the séleigteer suite.

6. The PaC sends an EAP-Response packet containingehificate, client_key exchange
which determines with the server_key exchange tlessisn key (Master Session Key),
certificate_verify which is a digital signaturetbe authentication response.

7. Upon receiving this EAP-Response packet, the AScqwds by verifying the PaC'’s
certificate and the digital signature. If the tegtceeds, it sends an EAP-Request packet containing
TLS change_cipher_spec and finished handshake gesssehich includes a keyed hash over the
message. By verifying the keyed hash, the PaC atineaticate the AS (EAP server).

If the authentication is successful, the PaC andeX&hange EAP-Response and EAP-
Success messages. Note that PANA messages PANARRiIgdest and PANA-Bind-Answer are
protected with a keyed hash (MAC — Message Autbatitin Code) generated with the PANA-
MAC-Key shared between PAA and PaC.
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| Psec/I K E protection

Once the client is successfully authenticated WiffNA, the mesh access router then limits
access to network only to authorized clients. Wit multi-hop environment, the access control
needs to operate at the netork layer or upperdapad as such the IPsec protocol suite is suitable
the multi-hop mesh network. First, it supports stroaccess control with the possibility to
authenticate packets’ origin. Second, it providesadencryption when using ESP (Encapsulating
Security Payload) [14], and as such, helps mitigatiavesdropping over the radio link.

In order to setup an IPsec security associati@ntbbile and the mesh access router need to
initiate IKE exchanges and first authenticate toheather. To take benefit of the first authenticati
done by PAA, the PAA is required to simultaneouplypvide the mesh router with an access
authorization for that mobile, and the IKE-PSK key.




4.3. Security analysis of the solution

The obtained security solution verifies the seguritquirements defined in [12] to support
authentication. Hereafter, we present some of titerpial attacks and give recommendations for
mitigation.

Protection against replay attacks

PANA messages carry sequence numbers, which aretormcally incremented by 1 with
every new request message. These numbers are rigniditialized at the beginning of the session,
and verified against expected numbers upon reckiptessage whose sequence number is different
than the expected one is silently discarded.

In addition to accomplishing orderly delivery of BAnessages and duplicate elimination,
this scheme also helps preventing an adversary fpoofing messages to disturb ongoing PANA
and EAP sessions unless it can also eavesdromébr®nize on the expected sequence number.

Protection against PaC DoS attacks

The authentication results (EAP success or failtregjsmitted by the PAA to the PaC at the
end of the authentication process is protected MA&. This prevents attackers from launching DoS
attacks against the PaC by sending a spoofed ERPefanessage.

A spoofed PANA-Termination-Request message mayebe lsy malicious nodes, however
MAC protection prevents this type of malicious ekta

Providing message integrity

The PANA security association created at the end eficcessful authentication provides
message integrity and particularly protects the '®adentifier and therefore prevents the service
theft attack described in [12].

Spoofing PAA message

As there is no trust relationship between PaC aAd Huring the discovery phase, an
attacker can spoof PAA messages like the PANA-Raguest one.

If this message contains information (such as supgauthentication methods) other than
the discovery of the PAA itself, a malicious nodadaunch a binding down attack as it can send a
spoofed advertisement with capabilities that ingicauthentication methods less secure than those
supported by the real PAA, thereby fooling the RaiG negotiating an authentication method less
secure than would otherwise be available.

For this reason, it is recommended to negotiatarpaters like protection capability and
encryption algorithm after the establishment of PABEcurity association for example in PANA-
Bind-Request message.

PAA DoS attack

As discussed above an attacker can overload the WRAPANA-PAA-Discover messages
in order to make the PAA out of service. One solutio mitigate this misbehaviour is to add a
cookie to the PANA-Start-Request message. The eoiskgenerally computed based on the PaC’s
device identity such as an IP address to guaranteaC is available at the claimed address as it is
able to return the same cookie in its PANA-StarsWar message. Thus the cookie mechanism
proves that the claimed IP address is not a randgeherated IP address and hence the PAA can
avoid a per-PaC state creation.

DHCP DoS attack

PANA assumes that the PaC acquires an IP addréssebrenning PANA. When the IP
addresses are assigned before the client authtstic®oS attacks are possible in which
unauthenticated malicious nodes can deplete tleldPess space by acquiring multiple IP addresses.




Other possible attacks

As stated in section 2, ad-hoc and mesh network@inerable to passive eavesdropping,
message replaying, message distorsion, easy midwe-imiddle, active impersonation, and DoS.
Such attacks are easily achievable in ad-hoc n&svdue to simple nodes relaying traffic, and any
nodes joining the group. In particular, eavesdrogpis made easier since packets are visiting
naturally all the nodes on the route selected byatiithoc routing.

IP spoofing is also made easier with the ad-howowd, especially when a node leaves the
ad-hoc group, another might use its IP addressefiema man-in-the-middle is necessary to intercept
and block PANA-Termination-Request message sotti@tsession will remain alive. However, as
PANA architecture uses periodic reauthenticatidve tP spoofing is effective only for a small
duration.

Apart from the worst DoS (packets voluntarily natlayed, battery down), some
cryptographic technics (IPsec) can be used to ptesavesdropping, message distorsion, and active
impersonation.

The mesh networks might suffer also from similda@is as the ad-hoc networks, but the
worst DoS is not possible since mesh routers adethe administration of the network operator.
Therefore, mesh routers interconnection shoulddeeired using access control, and cryptographic
technics.

5. Future works

The proposed architecture combines PANA with EARSTIh a multi-hop mesh network.
EAP-TLS provides mutual authentication and stronbustness against attacks, but the use of
asymmetric cryptography has the disadvantages afyhreatment (incompatible with light ad-hoc
networks) and the need of establishing and managingKl (Public Key Infrastructure). An
alternative would be EAP-MD5 which is simpler, haage it is vulnerable to eavesdropping attacks,
as we pointed earlier, worsen by the ad-hoc enmient. For this purpose, we are working on a new
scheme that will ideally combine the simplicityEAP-MD5 and the robustness of EAP-TLS.

Compared to IEEE 802.1X, PANA requires allocatioi an IP address before
authenticating, and this exposes to IP addressgasian in IPv4. This opens new research direction
for adapting IEEE 802.1X to multi-hop mesh networks

6. Conclusions

Wireless networks are promising a large, easy apdriT services deployment. Different
architectures are possible depending on the apiplicsa and the environment such as infrastructure-
based, ad-hoc, or mesh networks. In this contednuérging wireless technologies, security is vital
for a successful deployment of services over thesse networks. In this paper, we address access
network security including access control, and gatdection in a multi-hop mesh network.

IEEE 802.1X standard could obviously be extendedupport authentication in multi-hop
mesh networks, but this is not that easy in practiecause it implies modifying the standard. A
combination of EAP-TLS over PANA and IPsec has bpmposed, described, and analyzed.This
architecture is a promising one since it is indeleeh of the wireless media, and this is very
appropriate for the emerging heterogeneous 4G egischetworks. However, contrary to 802.1X,
PANA is relying on the availability of IP addresgesavoid the rejection of new coming mobiles not
authenticated yet due to the lack of IP addresBais. problem can hopefully be solved in IPv4 by
allocating temporary private addresses, and in HRa6ks to the large space address.
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Acronyms

AR —

Access Router

AS - Authentication Server

EP—

Enforcement Point

IKE — Internet Key Exchange
PAA - PANA Agent
PaC — PANA Client
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