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Abstract Besides, in most cases, users do not have contrtileo

Users and organizations are looking forward to ol exhibition of their personal information, which
that provide the management of digital identities constitutes a privacy problem that in some cousities
offering a fast and secure way to access computerl€gal repercussions. From the point of view of 8t
resources. The problem is to share the digital iifen  the identity management process represents a vgiy h
or link it to other identities so that service asseis administrative load in financial and operative term
possible through multiple Service Providers (SR).ty ~ Nevertheless, the main challenge faced by SP is the
now, several initiatives known as Federated Idgntit difficulty to integrate with other SPs in order adfer
Architecture (FIA) have been proposed for global combined services and to handle a unique identitiyeo
identity management models. The article descridids F user. To deal with this problem, several FIA ifitias
solutions proposed by academic and industrial have appeared recently. They propose a model béglo
organisms (Liberty Alliance, Shibboleth and WS- identity management that allows to unify, to share¢o

Federation). It analyzes their main characteristmsd ~ link the digital identities of the users among eliéint

presents some remaining issues and challenges. domains. After introducing FIA basic elements, ére
main FIA initiatives are described. For each iivie,

1. Introduction its architecture, main components and operatioes ar

briefly explained. Finally, a comparison is made in
terms of functionalities, and remaining issues and

The Internet has brought a huge increase in the X
challenges are discussed.

number of on-line transactions among individuals an

enterprises, accelerating the business relatioadikp .. )

B2B (Business to Business), B2C (Business to Qlient 1-1. Digital Identity Elements

and B2E (Business to Employee). At the same tiime, t o ) )

requirements of the users have become more complex SOme definitions are first given to understand the

since they demand faster and more secure accesse§)@in components of a digital identity and the

additionally with mobility facilities. Similarly, e  relationship among them [1]. , _

technological convergence has allowed multiple  Digital Identity - The electronic representation of

services and Service Providers (SP) to be integriate ~ @nentity within a domain of application.

order to offer joint services. For each accessedcse Entity - A person, a group of persons, an

a digital identity must be assigned to the usetheySP, ~ Organization, a process or even a device, thaarg,

who must have an identity management system toSubject able to make a transaction. o

handle the identity lifecycle (creation, use and  Domain of Application - The application scope

elimination) [1]. where the digital identity has validity, for exampla
Under this context, users feel uncomfortable COMpany, a hospital, a club, a university or thermet.

handling several digital identities, one for eaetvice. Note that anentity may have several identities within



the same domain of application. For instance, aaccess to resources that are outside their ordamza

professor could have identities of both professod a due to the growth of managed services (outsourang)

student in case he takes continuous educatioreslass business agreements between organizations. TiMsyis
Identifiers - A digital identity is composed of the current models of identity management mustwevol

identifiers or attributes, which can be assigneteced to a model that supports unifying or linking didita

or they can be implicit to the user. Examples of identities in a federated architecture.

attributes are: date of birth, address, employee ID

Social Security Number, among others. 1.3. Federated ldentity Architecture
Credentials.- Any elements serving to authenticate
an identity by means of the validation of its idgeits. A Federated Identity Architecture (FIA) is a group

A credential can be a password or the answer to aof organizations that have built trust relationship
challenge (what he knows), or it may be constructed among each other in order to exchange digital itlent
based on a smart card or a digital certificate {Wiea information in a safe way, preserving the integatyd
has), or any characteristics of the entity as his confidentiality (privacy) of the user personal
fingerprint, his eyes or his voice (what he isheTtype  information [3]. The FIA basically involves Identit
of credential used during the authentication preces Providers (IdP) and Service Providers in a strectfr

depends on the business security requirements. trust by means of secured communication channels an
Figure 1 shows the existing relationship betwees th business agreements [4].
elements that compose a digital identity. IdP manages the identity information of the user
and does the authentication process in order idatal
Entity Domain Identifier his identity. Within a FIA there could be one IdP
Bank (centralized model) or several IdPs (distributecietp
[ entity | | C1beer The centralized model has the advantage that the
/—\ . count number i i i i i i i ili i
s / Account numbe |denfuty |r?folrmat|on is not_ d|ssem!nated, facilitey its
%’\;. — S — confidentiality and integrity, but it could represea
&~ ”l";:::fsy |_ -1 Employee bottleneck and a single point of failure. In the
Emplovee 1| oo distributed model, the authentication process cen b
| ont - done inany IdP, proyldmg flexibility a|_’1d load
\\:.;g;‘;de". balancing. However, this ap_proach requires more
e complex and secure mechanisms to exchange, and
Internet manage the identity information and to guarantse it
Identity integrity.
‘@ SP provides one or more services to the users

within a federation. The enforced access contrdicpo
protects the services themselves by granting acndgs

to authorized users. This access control policy is
established when the federation is formed.

The FIA must fulfill the following main
functionalities from the point of view of usersgitity
providers and service providers:

Single Sign-On (SSQ} SSO allows users to
authenticate with an IdP and then to access sarvice
provided by several SPs with no extra authentioatio

Attribute  exchange.- Once the user is
authenticated by the IdP, the SP needs additional
attributes to provide personalized services. Thhs,
FIA must facilitate attribute exchange between &fel
SP.

Figure 1. Relationship between the elements of
a digital identity

1.2. Identity Management Evolution

Identity Management (IM) refers to the processes
that handle the lifecycle of a digital identityathis, the
creation, handling and termination of a digital ritiy
within an application domainM also has to deal with
the process of authentication, as well as the iiefnof
the access control policy that an organization must
fulfill in order to give access to protected resms [2].

Historically, IM systems evolved from islands of
identities, where each area of the organizationaged
in an individual way its identities with no integjcan.
Later on, centralized solutions for unique handlofg
the users identities were implemented. Today, abeum
of ready-to-use products are available for orgditina
to implement their own private centralized solution
Nevertheless, nowadays it is common that usersreequ

Personal information privacy.- Confidentiality
and integrity of the user’s personal informatiorstrhe
guaranteed in such a way that the exposure of the
identity attributes can be controlled by the user.

Identity lifecycle management- Whether the
model is centralized or distributed, the creation,



maintenance and elimination of a digital identitysh
be simple and must not represent high operatiarstsc

Standardized architecture.- The FIA must be
based on standards for an easy integration of resv S
and IdPs.

In the following sections, the architecture, eletaen
and operations of the three main FIA initiatived) fae
briefly described. Finally, they will be comparedda
their principal challenges will be exposed.

2. Liberty Alliance

Liberty Alliance is a group of more than 200
companies from diverse sectors.
2001 with the objective to establish a technoldgica
business and policy framework for implementing a
Federated Identity Architecture [5].

The Alliance developed a business guide to help 2.2.

It was launched inExamples of

affiliation (capacity to select the IdP for idemgtit
federation).

ID-WSF (Identity - Web Services Framework)
specifies a framework for Web Services in order to
create, discover and request identity services\WMBF
also operates on open protocol standards [6] and
supports the following functions: attribute shar{mgth
possible previous authorization from the user),
discovery of services, security mechanisms to iréns
messages, etc.

ID-SIS (ldentity - Services Interface Specificalion
serves to build security services of higher level
(applicative services) based on the ID-WSF framé&wor
ID-SIS services include: personal
information request, geo-location services, dirgcto
services, etc

Elements and operation

companies converge towards a business agreement and

conform to a federated architecture focusing on
feasibility, risk, mutual trust and compliance agpe

2.1. Architecture
Liberty Alliance is a framework that includes a set

of technical and business specifications for eisthinlg
a Federated Identity Architecture. Its architecshiewn

Liberty Alliance defines a Circle of Trust (CoT) to
which SPs and IdPs adhere by signing a business
agreement, in order to support secure transactions
among CoT members.

As depicted in figure 3, each CoT member might
know a user under distinct identities. All idem#iare
related or federated in such a way that the autaditn
process can be performed by any CoT member. In that

in figure 2 includes three modules that operate onSense, Liberty Alliance is said to be distributedtduse
technological open standards developed by organismgny IdP within the CoT may authenticate a user.

like OASIS, W3C and IETE

Liberty Identity Services
Interface Specification

Liberty Identity (ID-SIS)

Federated Framework
(ID-FF)

Liberty Identity Web
Services Framework
(ID-WSF)

Open Standards (SAML, SOAP, XML,
WSDL, HTTP, etc.)

Figure 2. Architecture of Liberty Alliance

ID-FF (Identity - Federation Framework) is a set of
specifications targeting identities federation and
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Figure 3. Circle of Trust (CoT)

Identity 1

For the user to access any service inside the CoT

management. This module composes the fundamenta(l), the SP asks the user to select an |dP, andsteis

part of the architecture, defining a set of funaéilities
like: account linking (identity federation), segsio

management (Single Sign On and Single Sign Out),

Yoasis (Organization for the Advancement of Struetlr
Information Standards), W3C (World Wide Web Conison, IETF
(Internet Engineering Task Force)

redirected to this IdP for authentication (2). Tia&
authenticates the user and assigns a “securityntoke
with identity information which is next forwarded the
SP(3); the “security token” is verified between tBE
and IdP in a back secured channel (4), and in ofse
validity, access to the service is granted (5}h& SP



requires additional attributes, they are requestethe
IdP through the secure channel.

The CoT model demands that SP trusts the IdP,
thus, it requires a secure communication infrastnec
that guarantees the integrity, confidentiality aman
repudiation of the interchanged messages.
incorporated security mechanisms in the speciticatif
Liberty Alliance include security in the communicet
channels as well as security in message exchaiges.
secure communication can be implemented by means o
current standard protocols such as TLS, SSL aneclPs

The

Single Sing-On

: Atributte
s S Where Are You
- Authentication - Attribute Authority From Service
Authority

- Assertion Consumer - Attribute Requester

Open Standards (SAML, SOAP, XML, HTTP, etc.)

Figure 4. Shibboleth architecture

These protocols implement authentication mechanisms

between SP, IdP and users before initiating thesages
exchange [5].

3. Shibboleth

Shibboleth is an academic initiative of University
members of Internet 2. Its objective is to faciéitahe
collaboration and access to protected resourcefiggmo
institutions without using external or temporary
accounts. Some applications that could take adganta
of this solution are access to library database
information, distance learning courses, collabweati
applications for project development, etc. [7].

In Shibboleth, information relative to the users
digital identity is managed by the institution tdieh

Single Sign-On Service SSO initializes the
process of authentication. This module does nati§pe
how the user authentication must be done, but iksvo
in coordination with the local authentication syste
This service uses two components (Authentication
Authority and Assertion Consumer) to exchange
authentication assertions in order to generatecarisg
context in which the users can access the protected
resources.

Attribute Exchange Service.- This service sends
attributes to the SP, who applies the access dontro
policy to determine whether access to protected
resources is permitted. Two functionalities areircaf
to accomplish this service: the Attribute Authorédpd
the Attribute Requester. The attributes are oniyidied

they belong. When a user requires access to thef the local policy defined by the IdP and the ugires

resources located in another institution, the iitfent
attributes are sent along with the request but only
attributes previously agreed to be shared may be
communicated. These attributes are finally usedake
decisions of accepting or rejecting user’'s accegsast
according to the local access control policy. Themm
interest is to distinguish between users belongingn
institution and students from a specific courseusttit

is no necessary to send the real identity of tee, lnd

so privacy of personal information may be guarashiae
Shibboleth.

3.1. Architecture

The architecture is also built upon open standards
such as: HTTP, XML, SOAP, and SAML [8]. Figure 4
depicts the services composing the architecture.

permission, ensuring the personal information myva

WAYF (Where Are You From).- WAYF is an
optional service that enables the SP to locataulee’s
IdP of subscription. WAYF is such like a directdhat
interacts with the user for the selection of thP khat
conducts the authentication operation.

3.2. Elements and operation

Shibboleth consists of three elementrigin
(Identity Provider), Target (Service Provider) and
optionally the WAYF service. Th®rigin maintains
users’ accounts (credentials and attributes) amdesa
out the authentication function. In addition, ingeates
authentication or attribute assertions towardsTduget
The Target manages the protected resources and
controls its access based on the identity assertion
emitted by the Origin. The WAYF service if
implemented, allows the user to select the Origin i
charge of the authentication process [8]. Figush®ws
the relationship and operations between Shibboleth
components.

When the user needs access to a protected resource
located outside his organization (1), fhrergetasks the
user to authenticate himself. Usually, thagin or IdP
is the organization to which the user belongs,ooyatily,
the WAYF service can be used to select@rgin (2).



When the user is authenticated (3), tigin assigns WS._Federation ‘ ‘ WS._Authorization
attributes which are presented to tfharget These

attr_lbutes are proved as authentl_c since they are WS-Policy S WS-Privacy
delivered through a secure communication channel (4

In case of successful authorization by the accessa WS-Security, secure message model (digital signatures and
policy, access to the resources is granted (5so0me encryption)

cases, additional attributes might be requiredrdento o

provide the services, and needed attributes areested

to theOrigin. These attributes are sent only after getting
the user's authorization. Within the architecture o Figure 6. Secure architecture for Web Services
Shibboleth, the privacy of the personal informatien

very important. The security architecture for Web Services operates
with the message transfer protocol of the Service
Orlgi{|aarity Pravider) Oriented Architecture Protocol (SOAP), the set d8-\W

Shibboleth Clent Targat (Service Provider) Security definitions extends the functionality db&P

to include security tokens within a SOAP message. |
addition, it guarantees the integrity and confidsgity

of the messages by means of the XML encryption and
digital signature. The second level of specificat{é/S-
Policy, WS-Trust and WS-Privacy) provides a
framework to establish capacities and restriction
policies, models of confidence and privacy prefeesn

- Attributes verification
- Request of additional
attributes

Control Access
Policies

O

Resource
rotected

N authorisation

User account - Local
and attributes / authentication

- Attribute

Shibboleth
Server

Access request
+ Attributes

optional) @ respectively. Finally, the WS-Authorization and WS-
Federation specifications, define the elements ssrg
Figure 5. Elements of Shibboleth to build a Federated Identity Architecture [9].

As it can be seen, the identity information of the 4.2. Elements and operation
user resides solely in th@rigin, but some attributes
might be communicated to theargetwho needs them The WS-Federation model includes three elements:
for enforcing its access control policy. Therefoas, the Requestor (RQ), that is, an application reqgiri
agreement concerning attributes and shared resourceaccess to Web Services; the Identity Provider (loiP)

must exist between tr@rigin and theTarget Security Token Server (STS) whose function is toyca
out the authentication process and to transmitriggcu
4. WS-Federation tokens with relevant attributes; and the Resource

Provider (RP) which is formed by one or more Web

Web-Federation is an important component within Services that provide the resource required by the
the secure framework architecture for Web Servidss.  Requestor [10]. Figure 7 shows the interaction betw
we know, Web services is a mechanism that supportsthe different components of the architecture based
communication between web applications located in Web Services
different organizations, and allowing the integvatiof

applications in heterogeneous environment. Web
Services bases its operation on the Service Odente ——— Tnsireialonsil \aprsecurity
Architecture (SOA). Under this context, in 2002MB (IdPYISTS T°ke(r; $se)rv'°e
and Microsoft together with other companies defiaed P
reference model to provide security to Web Services 1.- Gets Identty 2.- Presents Identity
. B o . Toki d gets A
from a technological point of view as well as besis Secuty Token o
activity policy [9]. ]
Resource Provider
Requester (Web (Web Service
. Service Client)
4.1. Architecture S —— Server)
Token and gets the
resource
Figure 6 shows the security architecture model for Securty Domain A Seeunty Boman &

Web Services:

Figure 7. Relationship between the
components of a Web Service architecture



User’s security.- All the architectures are based on
When RQ in security domain A requests a web standards where the communication channels are

service located in another security domain (B ia th encrypted and authenticated, thus guaranteeinggla hi
figure), it is first authenticated by its IdentiBrovider level of security. However, the main problem is the
and obtains a security token with its identity mfiation identity theft which strongly depends on the sdguri
(1). Depending on the requested web service, ancontrols enforced at the user terminal. Some effort
additional access token may be obtained from th® ST within the initiatives are currently initiated.
in security domain B with the necessary attribuies
request the resource (2). Finally, the securityetois 6. FIA challenges
presented to the Web Service (RP), who evaluates th

security token and then applies its access coptity Despite some important advances carried out in the

in order to grant access to the protected resq@jce field, Federated Identity Architectures still fam@mmon
challenges that represent very important issueshfair

5. Initiatives comparison real implementation. The following challenges can b
mentioned.

The three Federated Identity Architectures Identity theft.- The theft of an identity represents
presented in this paper have similarities and wifiees, one of the main issues because generally it remains
as well as advantages and disadvantages depending aundetected until the damage is done. In most of the
the context and usage cases. In the following cases, the identity theft does not occur over the
paragraphs, a comparison is given in terms of thain communication channels, nor in the Identity Prowide
functionalities. repository. It mostly occurs at the user terminaé do

Approach.- Liberty Alliance and WS-Federation are the lack of security mechanisms. Therefore research
targeting business interactions whereas Shibbolethefforts must be allowed to improve robustness and
focuses on digital academic resource sharing. security of terminals.

Identity information storage.- Shibboleth is based Privacy guaranty and legal compliance In some
on the centralized model where the identity infaiora countries, laws do protect personal informationirzgja
is centrally located and only attributes are semt t bad intended use. The current FIA initiatives hasgy
service providers. Liberty Alliance and WS-Federati weak definitions about how users might protect rthei
on the other hand, allow that the identity inforimiat personal information. An initiative called P3P (Ricy
could be distributed and federated in such a wayttie Preference Project) is proposed by W3C to define a
authentication process could be done in any IdRimvit  standard for web sites to communicate their prastin
the Circle of Trust for a particular user. terms of personal information collection, use,

Personal information privacy.- Shibboleth is the distribution and laws compliance [12]. These pefici
only architecture supporting the management of should be read by the web browser or in generah by
attributes trhough itattribute Release Policie@ARP). user agent and be accepted / rejected on behélfeof
In Liberty Alliance and WS-Federation architectyres user. This P3P standard could be advantageously
attributes are divulged under the organization XIdP integrated into the FIA initiatives.
control with little or no control from users. PKI' integration.- PKIs are today largely

SSO and web applications All the initiatives implemented within companies to support every day
support SSO for web applications; however, Shilthole enterprise transactions. One important challengayto
only supports access to web applications from web for the FIAs is to provide integration with PKI ss to
browsers, whereas, WS-Federation is only desigaed f extend their functionalities in a transparent way.

Web Services. Liberty Alliance supports both typés AAA integration.- Operators are used to
access. authenticate, and authorize users accessing their
Scalability.- WS-Federation might support a great networks, and to perform communication accounting

number of users, IdPs and SPs. This is due to thethanks to AAA protocols (e.g. RADIUS, Diameter).
flexibility of Web Services that may be easily With their ability to identify users, and their dgr
programmed to behave as IdP or SP, and also theigeographical coverage, they might serve as IdParfpr
capacity to expand into big and complex structures. applications, and offer this extra identity managatn
With Shibboleth and Liberty Alliance, the roles tbi service to their subscribers. Moreover, operataes a
IdPs and SPs are well defined but the need fortoday used to operate inter domain AAA procedwses,
establishing a secure technological infrastructanel that FIA might be naturally deployed over such AAA
business agreement between the IdP and SP does not

offer enough flexibility for building a big CoT.

! Public Key Infrastructure



architecture. Investigations on possible integrataf on specific application area, thus they must imtess

AAA and FAI architectures are clearly needed. that jointly they provide a global solution. Thigbgect
P2F application support.- Use of P2P applications opens a series of research lines that goes from
has recently increased very fast. FIA introductioto improvements to the actual initiatives as mentioired
P2P environment could bring security and a clean[11], to the proposal of hew models that replace th
identification of P2P entities. However, integratics present ones or new models that would allow their

difficult today as FIA initiatives are based on a integration. Moreover research investigations ds® a

client/server model. The exchange of identity promising targeting users’ privacy and legal

information in a P2P federated environment reprissen compliance, integration of FIA into current largely

an important issue that must be fulfilled. deployed PKI or AAA architectures, and FIA
application to the P2P environment.
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