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Abstract
The ATM Forum international consortium recently
approved the first version of its security speaitfiens

management. This prototype is expected to be it lea
ATM Forum compliant, offering data encryption on a
connection basis, and allowing security informatiorbe

aiming to protect communications over Asynchronous€xchanged through ATM signaling. The prototype is

Transfer Mode (ATM) networks by offering data
confidentiality, partners authentication, etc. Thiaper
describes the architecture of one of the first AFbfum
compliant security prototypes being currently deped in

limited to point-to point communications environrheand
additionally to the ATM Forum specifications,

implements the possibility to modify the data emptign
algorithm during a connection in progress, anchiprove

it

the European project SCAN (Secure Communications inthe security level by maintaining security sensitiv

ATM Networks). Additionally to the security managai

information secret.

functions specified by the ATM Forum to exchange This paper focuses mainly on security managemeuecas

encryption keys and negotiate security servicesANSC
implements the possibility for end-users to mattiéydata
flow encryption algorithm during a connection in
progress, and the possibility to keep the encryptio
algorithm choice confidential. Moreover a flexible
implementation is offered allowing future userslavelop
their own security protocols and their own ATM sitgu
monitoring applications.

1. Introduction

The Asynchronous Transfer Mode (ATM) technology
success is due to its ability to support multimedia
applications needs offering high bit rates and téak
guarantees. Another ATM interesting feature is ¢y
introduction of security services into ATM speciftons,
thus resulting in an efficient security solutionpimtect the
ATM traffic against eavesdropping, traffic tampeyirand
masquerade. The introduction of the confidentiality
integrity, and authentication services into ATM apps
helpful for the deployment of security sensitiveltiniedia
applications such as the telemedecine applicatidmere
patient files are expected to be kept confidentaid
modified only by authorized persofi3.

This paper describes the architecture and choileeted

in project SCAN (Secure Communications in ATM
Networks) to develop a prototype ensuring ATM faff
encryption at 155 Mbps, with inherent security

detailing the solutions chosen for updating sessieys,
and for negotiating the security services and mashas
that will be used to protect subsequent exchange
Attention is paid to describe the open interfacéshe
prototype, which provide flexibility so that fututesers can
develop their own security protocols fitting thedmwn
security needs, and national legislation.

More precisely, section 2 introduces ATM and theMAT
security needs allowing readers to understand th
remainder of the paper. Section 3 describes thariggc
services and functions specified in current ATM uFor
specifications. The following sections give a SCAN
technical description, presenting the data enappti
mechanism (section 4), the session key updateidges),
the security parameters negotiation (section 6j tme
signaling protection (section 7). The security paaters
monitored by users are presented in section 8 &NSC
security policy. The architecture of the SCAN pigpe is
provided in section 9, along with its open inteesdn
section 10. Finally, section 11 gives some conochssiand
section 12 a list of useful acronyms.

2. Introduction to ATM security

The ATM technology is connection-oriented, thatpsor

to any data exchange, it is necessary to set upections
(or virtual channels) over which data are lateit.s€a dis-
tinguish between connection monitoring operationsl a
data exchange processing, the ATM protocol referenc



model is divided into planes. As depicted in figlrehree
planes are defined:

* The control plane to monitor signaling information
that is, to set up, release, and control
connections

» The user plane to transfer data through data cl&nne

specific OAM (Operation And Maintenance) cells are
defined. However for user planes and control plaiges
communicate, it is necessary to segment data fraames
signaling messages into ATM cells. As such, theeis

ATM modeling the processing to be done to obtain tHoR&

cells are defined in the ATM reference model: thgsgical
layer mainly responsible for information transptam; the

* The management plane to maintain the ATM network ATM layer mainly in charge of multiplexing and seliing
operational, propagating possible alarms and ATM functions; the ATM Adaptation Layer (AAL) whose mai

traffic statistics.

Management Plane
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Figurel The ATM reference model

The management and control planes communicatetbger
ATM network through reserved virtual channels. Haere
possibility is given to the management planes tharge

management information over the data channel being

managed. As such, the management flow is the omdy o
offering synchronization with the data flow.

Remote entiti€s control planes communicate thanks to
signaling messages. Signaling messages contairagehe

specifying the message type, and many signaling IEs,

(Information Elements) informing of connection sifiec
needs such as the quality of service, the uppdicagipn

type, etc. Signaling messages include setup, connec

status, and release messages. The setup message lixy
the connection initiator, and propagates throughAfRM

network to the responder which should send back a

connect message to complete the connection estatais.

For a connection to be released, two processes ar
available. The soft one is to send a release messag

waiting for a release complete message to relehse t
resources allocated to the connection. The otheroagh
is to send a release complete prior to deallocatirey
resources. Other signaling messages are defined, as
status informing of the control plane state assedido a
specific connection, and restart to reinitializeoanection.
ATM is a cell-switching network. That is, any infoation
sent over the network is in the form of 53-byte AT#lls
including a header which specifies the ATM conraatti
identifiers called VPI/VCI for Virtual Path/Circuit
Identifiers. For the management planes to commtmica

function is to adapt services needs to ATM stredans

performing segmentation into (/reassembly of) céts

instance.

The ATM model analyzis leads to the conclusion that

ATM traffic divides into three ATM flows types, dat

management, and signaling flows. As such, threesfloan

be subject to attacks while in transit

[2]. Data flows can be eavesdropped, and tampere

resulting in more or less severe losses. Signafiegsages,

and especially setup messages are vulnerable
eavesdropping, tampering, and masquerade

Eavesdropping setup messages informs the eavesdropj

of the end-entities that need to communicate, aedype

of application that will be used. Masquerades &inisi

constructing setup messages with a bogus source ATI

address. The management flow is vulnerable to tange
attacks, since injecting alarms into the ATM netkéor
instance may lead to improper connections releases.

It is clear that ATM flows require protection. Hoves,

since connections are expected to be of variousiteaty

levels, it is necessary that first the securityises used to
protect data are negotiated. As a result, ATM dcur
studies expect to introduce the following protettio

Signaling protection by offering the authentication

integrity, and confidentiality services.

» Data protection, ensuring the confidentiality, grity,

and authentication of data.

» Security parameters negotiation. Three approache
may be considered whether security parameters a
exchanged between security equipments throug
signaling messages, data channel, or OAM cells.

The OAM cells protection is not studied in curremrks,

€.

Since OAM cells are not implemented in most of entr
ATM equipments, and since the OAM cells size iedix
thus precluding any authenticator or integrity ¢healue

to be introduced.

The next section describes the ATM Forum security
specifications 1.0 emphasizing the required securit
services.

3. The ATM Forum specifications 1.0

Since 1995, the security working group of the ATbtim
has been working on ATM security aspects approtirg
first version of the ATM security specificatiofd] [4] in



February 1999. Those specifications aim to provide
confidentiality of data, and integrity, and autheation of
both data and signaling messages. Required seraieess
follows:

Data confidentiality. Data are encrypted on a bgll-
cell basis encrypting only the 48-byte ATM cell
payload. The encryption algorithms being considered
include DES (Data Encryption Standard), TripleDES,
and FEAL, and the operational modes offered are the
ECB (Electronic CodeBook), CBC (Cipher Block
Chaining), and the counter mode. Because of US
legislation exportation restrictions, DES is expelcto

be used either with 40-bit or 56-bit effective keys

Data integrity, and authentication. AAL frames are
protected by appending a cryptographic checksum toe
AAL frames. Possibility is given to provide
replay/reordering protection by introducing a
sequence number into AAL frames before calculating
the cryptographic checksum.

Security parameters negotiation.

Two approaches are allowed, whether the security
parameters are sent through signaling messagés, or
band through the data channel. The first one ctnsis
in appending a security IE (SIE) to setup, and echn
messages. This SIE exchange allows the connection
partners to negotiate the security services, and
mechanisms, and to exchange the encryption keys to
be used to protect their data transfer. For the
encryption keys to remain confidential, and for the
connection partners to be sure of their respective
identity, existing two-way Security Message Excheang
(SME) protocols are used.

Protocols considered in the ATM Forum specificagion
refer to three levels of key: the session key used
encrypt data, the master key used to encrypt sessio
keys when updating session keys during a connection
and the top-level key which is an asymetric keyduse
to authenticate and initialize the first sessiow, kend
master key securely.

An alternative to the signaling approach is to klte
data traffic as soon as the connection is estagisto

are defined such as CONFIRM-AP to acknowledge the
final SIE, and FAULT to indicate why the negotiatio
fails. The in-band approach is expected to useethre
way SME protocols.

Signaling protection. Any signaling messages may b
authenticated and integrity protected by introdgcn
digital signature into an SIE. Especially, if an EM
protocol is employed, protection is offered foruget
and connect messages by calculating the signatul
over the SIE fields specified by the SME protodbl.

is still offered for any other signaling messages
(release, status, restart), and for setup and cbnne
messages (if the SME protocol is not used) by
introducing a signature calculated over part ofShe.
Session key update through OAM cells. For encrypte
connections to be as secure as possible, sessjan ke
are expected to be updated from time to time. Bezau
of their synchronization with the data flow, OAMllse
were selected to carry session keys. Two steps a
defined for session key updating. Firstly, a seskry

is sent encrypted under the master key through
specific  OAM cell called SKE (Session Key
Exchange) cell. Secondly, the session key is aetiva
thanks to an SKC (Session Key Changeover) cell
During SKC cells transmission, the data traffic is
blocked over the connection so that the data fallgw
the first SKC OAM cell received are decrypted under
the new session key. Obviously if only one pair of
SKE/SKC cells is sent, and one of them is lostrdyri
transfer, this results in subsequent data remainin
undecryptable for the receiving end-station. To
counteract that, the ATM Forum proposes to send
flow of similar SKE cells followed by a flow of
similar SKC cells so that at least one SKE and on
SKC cells are assumed to be received, thus regultir
in a correct session key update. To preclude plessib
bursts from erasing all the transmitted OAM cells
flows in the network, SKE and SKC cells are serthwi
a delay between each transmission.

In the security specifications of February 1999, ist
envisaged that access control is offered by appgnédi

realize the security negotiation through the data security label to the setup and connect messagaishw

channel, and finally to unblock the data transfes.

indicates the sensitivity level of the connectigrulglic

avoid that the called partner considers incoming data, proprietary, company confidential, etc.). uBi¢g

security information as data, the connection itotia
indicates that the negotiation is done in-bandkbaao

equipments (switches, end-stations) are expectethe¢ok
this label against the label assigned to the linked to

a SIE within the set up message. The negotiation isreach the destination. If no links have the suffitilevel,

done encapsulating the same SIEs than in the gignal

the connection is aborted.

approach, into simplified signaling messages. OneProject SCAN security aspects are close to the ATN
advantage over the signaling approach is that tBe S Forum specifications, so that next sections desuyib
length is not limited in the in-band approach, thus SCAN security functions are closely related to pinesent

allowing long-length
certificates to be included into the SIE. For feléa
SIE exchanges, additional in-band control messages

information such as keys section.



4. Data confidentiality

A hardware cryptographic unit called HADES (seetisec

frequently as it needs. As part of the securityigyol
parameters, the session key update period expreéssed
seconds or in nhumber of cells can be configurecdch

9) is embedded into an ATM NIC card and is used to Party from the user space using a specific interfesee

encrypt data traffic up to 155 Mbps with complianvei¢h
the ATM Forum. That is, it encrypts ATM cell paytisa
only. Available encryption algorithms are DES, and
TripleDES with the ECB or CBC operational modes.

One problem to be solved when considering datas cell
encryption at 155 Mbps is the key agility problem
presented for the first time [B]. This problem arises when
fast session keys change is required. This happbes
each incoming cell needs to be encrypted with sices
key different from the previous one. This means thahe
worst case, a session key needs to be downloadag ev
2.83 ps ((53*8)/ (149.76*F)) [6]. SCAN solves this
problem using fast access CAM (Content Access Mgmor
memory.

sections 9 and 10).

Once the session key update completes, the HADE
cryptographic unit should be informed of the new
encryption or decryption key to be considered owee
unidirectional connection. That is, after SKC cells
transmission, and prior to unblocking the datafitraft is
necessary that the HADES unit is informed of thevne
encryption session key to be considered thanka a4 0
session key download cell. The remote party shoul
download the same session key for decryption dfter
first corresponding SKC cell is received.

6. Security parametersnegotiation

Since session keys as defined in the ATM Forum areLike in the ATM Forum specifications 1.0, two appcbes

unidirectional, each connection is provided witpair of
keys, one for encryption, and one for decryptioassfon

are considered in SCAN for negotiating the security
parameters used to protect subsequent data transferse

keys are downloaded from the NIC card drivers (the are the following:

IE/OAM module described in section 9) using SCAN
specific session key downloading cells (later mefgrto as
AALO cells). AALO cells inform the HADES unit of ¢h

algorithm and mode of operation to be used over one

VPI/VCI connection, and the session key(s) thaukhbe
employed for either encryption or decryption. AAEtells
include two 64-bit session key fields, both of thbging
required when the TripleDES encryption algorithm is
selected. AALO cells include also a 64-bit Initzaliion
Vector useful for the CBC mode of operation.

AALO cells are locally identified by some specific
connection identifiers M-VPI/M-VCI, and a specific
payload type. These M-VPI, and M-VCI values are
selected by the NIC card driver at the HADES unit
initialization thanks to a configuration-VC cell igh is
identified itself by the means of the unused cotioac
identifiers VPI/VCI=0/0. Upon reception of an AAldgll,

the HADES unit downloads the new session key for
encryption or decryption, and discards it, so thai 0
cells remain local to the ATM end-station.

5. Session key update

* Negotiation through signaling messages. This
approach being supported in the ATM Forum
specifications 1.0 allows the future SCAN prototype
to interoperate with other non-SCAN ATM security
equipments at the condition that the SIE being
constructed is ATM Forum compliant (see section
6.1). Like in the ATM Forum, only two-way SME
protocols are supported in the signaling approach.

* Negotiation through OAM cells. This approach is
SCAN specific, and consists in encapsulating sgcuri
parameters into newly defined "negotiation OAM
cells" dedicated to security. This approach is
interesting if permanent connections are considased
no security parameters negotiation through setu
signaling messages is allowed. Negotiation througl
OAM cells is also interesting when master keys (cf.
section 3) need to be updated during a connection |
progress, when the security officer modifies the
security policy to be enforced over the connectmn,
when a great number of errored data cells ar
received, thus implying that the previous sessiey k
update was errored.

Contrary to the ATM Forum in-band approach suppgrti

Session keys used to encrypt data are updatedgdurinonly the three-way SME protocols, the SCAN OAM cell

connections in progress with compliance with theNAT
Forum specifications using the SKE/SKC cells (cf.

negotiation approach enables both the two and thege
SME protocols to be used. Another advantage is ttieat

section 3). In SCAN, session keys are updated reithe N€gotiation can occur at any time during the cotioec

periodically, or depending on the amount of datdsce
being sent encrypted under the same session keytlove
connection. Session keys are unidirectional so ¢aah
party is responsible for updating its encryptiory ks

and not only when establishing a connection. A$ send-
stations are allowed to renegotiate security par@amses
often as they need. Actually, in SCAN, possibilgygiven
to initiate a new security parameters negotiatiithee
periodically, or depending on the percentage oflscel



received with an errored-content, thus allowing siae .
improper session key updates to be detected.

Since the negotiation OAM cells aim is similar tbaw is
done in the ATM Forum security specifications 110 a -
connection setup through the SIE, it was decidedl tine
SIE is reused to realize a context negotiation
encapsulating the SIE within negotiation OAM ce8ifnce
the SIE may be bigger than the 46-byte payloadedfén
OAM cells, SIE segmentation should take place heefts
encapsulation into negotiation OAM cells. As sutle t -«
principle adopted by the ATM Forum for the sesdiegs
exchange which consists of sending the same seksion
updates OAM cells several times to be sure thdéant

one cell arrives at the destination does not afipiythe
negotiation OAM cells. The solution elected in SCAN .
ensure that reliable SIE exchanges through negmitiat
OAM cells is to define a cell-loss recovery protbbased

on sequence numbers and acknowledgement OAM cellse
This protocol has been validated, and is descrilmed
section 6.2.

Since the OAM cell negotiation approach allows

by

The Scope, Target Security Entity ID, and Security
Entity ID fields allow one security agent to iddwti
itself as the SIE target security agents.
The Relative ID field identifies
association the SAS refers to.

The following fields relative to the SME protocaka
identified by the SME Format-SME Type fields. SME
Type identifies whether the SME protocol is two or
three-way exchange.

The Security Services Specification Section inctude
the security parameters relative to the data ptiotec
(encryption algorithm, and mode of operation, etc.)
and the SIE construction (SME protocol, signature
algorithms, etc.).

The Confidentiality Section includes the master,key
and session keys, which are all encrypted by thi
means of the SME protocol.

The Authentication Section contains a timestamp,
random number, and the digital signature calculate
over the fields specified by the selected SME proto

the security

connection partners to initiate a new session lgelate or

Security IE Identifier

a new security context negotiation at any time ryra
connection, collisions between those mechanisms can

Coding
Standard

occur, leading to improper session keys updates for

Length

Security Association Section ID

instance. As such a collision manager is introduded

SAS Length

decide which mechanism is to be stopped to allogv th

Version | | |

other one to complete. The general rule enforcatiasa

Scope

negotiation has precedence over a session keyejpatad

Relative ID

when two negotiations are initiated simultaneoushg

Target Security Entity ID

connection partner with the greater ATM addressukho

SME Format-SME Type

stop the negotiation it initiated.

Security Entity ID

Security Services Specification Section

Confidentiality Section

6.1  SCAN Security IE

Authentication Section

One aim of SCAN is to be at least ATM Forum comptlia
As such, to realize security parameters negotia@AN
constructs the SIE as specified in version 1.0 hef t

Figure2

Besides the

The SIE of the ATM Forum

security  parameters, end-partner

specificationg3], using the two and three-way RSA-based authentication, and secure keys transfer, SCAN igesv

SME protocols. The ATM Forum SIE format is given in end-partners
confidentiality of security services and parameteeig
negotiated during a connection in progress or ahection
setup.
eavesdropper positioned at a point on the netwark c

figure 2. Only fields meaningful for SCAN are presand

are explained hereafter:

* The SIE identifier identifies the SIE from othegrsa-
ling IEs.

with the possibility to ensure the

This possibility is interesting because ar

« The 2-bit Coding Standard is used to distinguish €asily select sensitive connections to disrupt itigring
between the ITU-T and the ATM Forum compliant Se€tup signaling messages or negotiation OAM cell

SIE.

according to the security services required. Indeede

« The remaining SIE fields are divided into Security Security services are needed over a connectiore fitedy
Association Sections (SAS). Each SAS includes theit is that the connection is sensitive. By encrygtsome of

security information that is exchanged between two those security parameters, this eavesdropping kattas
security agents, which may be either end-statians a becomes less efficient. To do that, a new sectaifed

considered in SCAN or intermediary equipments.
* The Version field identifies the ATM Forum
specifications to which the SIE is compliant.

SCAN Confidentiality Section is introduced in theéES
replacing the ATM Forum Confidentiality Section. €rh
distinction between the SCAN specific SIE and thEVA



Forum compliant SIE is done thanks to the Coding That is, a number of similar acknowledgement OANIsce

Standard field.

The SCAN Confidentiality Section includes the ATM

Forum Confidentiality Section and subpart of theBiy
Services Specification Section relative to datatqaron.

The encryption is done over the content of the SCAN introduced:

Confidentiality Section so that the keys and datdgztion

are sent with a delay between their transmission.

In order to preclude that both partners wait inuiegly for
negotiation OAM cells or acknowledgement cells hsea
of possible losses during transfer, two periods ar
lePeriod and  AckPeriod. lePeriod
(respectively AckPeriod) is the maximum delay bemwea

parameters (data encryption algorithm, and mode offull SIE transmission and the acknowledgement cel

operation, session key update mechanism)
confidential. The encryption algorithm used is $aene as
this employed for keys encryption, that is, it p@sified in

remairreception (resp.

intermediate acknowledgement ce
transmission and SIE reception). When lePeriodp(res
AckPeriod) elapsed, the SIE (resp. intermediate

the Security Services Specification Section in itéed. acknowledgement cells) is fully transmitted agairo
avoid infinite SIE (resp. intermediate acknowledgam
cells) transmissions, a maximum number of SIE
transmissions MaxTryle (resp. MaxTryAck for the
The purpose of this protocol is to ensure that & IS#ing maximum of intermediate acknowledgement cells
exchanged over the network encapsulated into reggmoti retransmissions) is defined as part of the localust
OAM cells is received with no losses and correctly policy.
ordered. As such, when segmenting a SIE, each SIEOnce the negotiation is completed and the corregipgn
segment is numbered with a sequence number and eachcknowledgement cells are sent, the new sessios ke
negotiation OAM cell includes the sequence numberexchanged by the SME protocol can be activated. On
associated to the SIE segment it carries. A grofip o solution would be to block the data traffic overeth
negotiation OAM cells are acknowledged at the stime connection during the negotiation duration so tta
by a newly defined "acknowledgement OAM cell" which session keys can be downloaded into the cryptograph
includes the sequence number of the next negatiatio unit after the negotiation completion. The problisnihat
OAM cell expected. the negotiation duration is not known and that st i
The complexity of the protocol is due to possileses  inappropriate to block the data traffic for a lomge. As
occurring in the network, and the SIE processimgeti  such, a better solution is to realize session kepange in
being undefined since dependent on the SME protocoltwo steps, as being done when updating a new selsio
security mechanisms used. The difficulty is thatsgm That is, once the negotiation is completed, eacimection
keys should be updated at the end of the SIE egelsan partner activates its new session key using the SKi
but should only take place after the last SIE iscpesed  (Session Key Changeover) cells (see section 5).
for the decryption session key to be decryptedraady to
be downloaded into the cryptographic unit. Becanfsi,
and because of the specific role of the acknowledye
cell in the last SME flow, three kinds of acknowgedhent
cells are defined:
* Intermediate acknowledgement cells are used to

acknowledge negotiation OAM cells which are not the

last one in the last SME flow. For bandwidth

optimization purpose, their transmission is donemvh

a cell loss is detected, or when no negotiation OAM

cells have been received for a long time whileShe

is not fully received yet.
» Final acknowledgement cells are sent to acknowledge

the last negotiation OAM cell of the last SME flow.
» Other acknowledgement cells are sent to specifyaha

partner is ready for session key changeover

processing.
Since no means is used to be sure that the lattekinds
of acknowledgement cells arrive to the destinatitirg
same mechanism as this used for session keys dadntp
SKE/SKC cells transmission is employed (cf. secti)n

6.2 The cell-loss recovery protocol



7. Signaling protection

Like in the version 1.0 of the ATM Forum specificas,

9. SCAN architecture

Realizing the high-speed ATM cells encryption ptgpe

SCAN proposes that any signaling message (setuprequires developing an ATM NIC (Network Interface

connect, release, status, etc. ) is protected pgotie
origin and integrity of the message. This protectie
already ensured if the SME protocol is selected, ibu

remains limited to the setup and connect messajes.

such, it is important to provide another methocetsure
authentication and integrity of any signaling messa
This method is later referred to amuthentication only",

and consists in introducing a digital signatur@itite SIE
Authentication Section field (cf. figure 2). Comnyao the

signature generated by the SME protocol, the sigeat

generated for the authentication only is calculateer the
entire  Security Association Section.

The available are

Card) card, the NIC monitoring drivers, and someuggy
management software modules. A SCAN specific ATM
NIC card development was necessary to plug
cryptographic unit realizing the High-speed ATM
DES/TripleDES (HADES). This HADES unit intercepts
the ATM cells flow between the AAL and ATM layeis,
the ATM Forum standardized UTOPIA (Universal Test
and Operations Physical Interface for ATM) integdor
encryption.

The prototype is expected to be operational in the
Windows NT 5.0 and Windows98 environments. Drivers
developed using Network Driver Interface

signature generation algorithm in SCAN is the RSA Specification (NDIS) version 5. As depicted in figB,

algorithm.

8. SCAN security policy

Users (e.g. the security officer) are allowed tdirdethe

additionally to the NIC driver, the SCAN software

includes three security management modules:

» The SP (Security Policy) module allows users (@ th
security officer) to inform the IE/OAM module ofdéh
security policy (cf. section 8) to be applied for a

security services and mechanisms to be used over
connections from the user space (the Security Yolic ®
module mentioned in section 9). That is, each péssi
ATM destination is provided with a list of authceit
encryption algorithms, and modes of operation,sa dif
authentication algorithms, a list of "in-band" SME
protocols to be used for negotiation through OAMIsce
and a list of out of band SME protocols to negetiat
through ATM signaling, all of them being ordered
according to preferences. For SCAN, six encryption
algorithms/modes of operation, one authentication®
algorithm (RSA), four "in-band" SME protocols (tway
three-way RSA-based SME protocols + security
parameters confidentiality) and two out-of-band SME
protocols (two-way RSA- based SME protocol + sdguri
parameters confidentiality) are implemented.

Moreover possibility is given to users to monitecgrity
management parameters local to end-stations frerugbar
space. Those parameters include the periodicigsrédr

specific ATM destination.

The IE/OAM module is responsible for most of the
SCAN security management aspects, that is, sessic
keys update, session keys download into the HADE:
unit, and the security parameters negotiation eithe
through OAM cells or signaling.

The KM (Key Management) module implements the
RSA-based SME protocol, and the RSA authen
tication service, and therefore participates to $he
construction together with the IE/OAM module.

The NIC driver manages the NIC hardware resource:
and the NDIS driver memory. It should deviate
signaling messages so that all of them go throhgh t
IE/OAM module. Contrary to the IE/OAM module, it
has access to the data traffic so it is requirddftom

the IE/OAM of the number of data cells being sent
over a connection or the percentage of erroredecnt
data cells received, to make it initiate new sessio
keys updates or new negotiations.

new session key update and new security parameter¥Vhat makes the SCAN prototype attractive with respe

negotiation expressed in seconds,

number of cellsother market ATM security products is its flexibyli

encrypted under the same session key or percemfge Implementing the SP module in the user space allow

errored-data cells received.

future users to easily develop their own SP modcagepart

Other security management parameters are sessin kePf an application for instance, with their own useerface
update oriented, such as the maximum number ofto specify their security policy. The KM module bgiin

SKC/SKE cells to be sent to be sure that at least o
arrives at the destination, and the delay betweenm t
SKC/SKE cells transmissions. Also they include tied-
loss protocol parameters AckPeriod, lePeriod, Mgl r
and MaxTryAck defined in section 6.2.

the user space makes it possible to use SME pristocc
(respectively, authentication algorithms) other nthne
SCAN ones by merely replacing the KM module with
another module. The latter aspect is interestingicering
that some SME protocols (resp.
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authentication algorithms) are prohibited in soroentries
and the communications protection level may strprglry
depending on people's security needs. Inherentfacts
between the KM and IE/OAM modules, and between the
SP and IE/OAM modules are described in the nextmsec

10. Open interfaces

In SCAN, future users are allowed to develop tbain SP
and KM modules (see section 9), to integrate thesome
applications, and to select more appropriate SME
protocols and authentication algorithms than those
proposed in SCAN. As such, two interfaces, one betw
the
IE/OAM and KM modules are specified and made pijplic
available in documen{§] and[8]. Messages exchanged at
those interfaces along with their respective pragiag
direction, the parameters they contain, and thictions
are specified in tables 1 and 2.

What clearly appears in table 1 is that the SP eodan
be used as a connections monitoring tool sincesit i

IE/JOAM and SP modules and one between the

informed of the security parameters being negatiaeer

a connection, and it is allowed to release any eotions

in progress.

For a better understanding of the KM/IEOAM intedac
the following notions need first be explained:

Indexes. Details of the SME protocols and
authentication algorithms are only known by the KM
module. The SME protocols and authentication
algorithms being available in the KM module are
referred to as indexes in the SP and IE/OAM module
and are listed in a configuration file along witieir
description in natural language. As such, wher
defining the security policy, the SP module corssult
the available protocols and algorithms along whiirt
description in the configuration file. To precluthe
SP (users) from selecting a three-way SME protoca
for negotiation through signaling, and a protocol
realizing some security parameters confidentiality
while the ATM Forum compliance is required, 1-byte
SME protocol indexes include in their first two it
the two/three-way exchange information, and the
provision of the security parameters confidentyalit
Partial SIE construction. The SIE is partly
constructed in the IE/OAM and the KM. That is, the
IE/ OAM is responsible for all the data protection
aspects (negotiation of the data confidentialityise,
and session key update mechanisms) while the KM i

responsible for the SME protocol and authenticatior
service ones (algorithms selection, signature
generation/verification). As such, the IE/OAM

constructs a partial SIE, and sends it to the KM fo
completion. To do that, it is required that the KM
informs the IE/OAM of the fields to be included, as
mentioned in the first four messages of table 2.

Message type Direction Message content Functions
Security Policy IE/OAM -> SP  |Local connection ID Request for the security policy to
Consultation Request IATM partner address  |be enforced with that ATM partner
Security Parameters IE/OAM <- SP  |Local connection ID Response to the previous request
Security parameters message, or
(SME index, local Notification of the security policy
parameters, etc.) modifications
Security Parameters IE/OAM -> SP  |Local connection ID Notification of the security
Negotiation Result Security parameters parameters resulting from the
(SME index, negotiation
confidentiality algorithm)
Release Connection IE/OAM <-> SP [Local connection Ids Release of one or more
connection(s)
Tablel: Messages atthe SP/IEOAM interface
Message type Direction Message content Functions
SME Protocol Features |[IE/OAM -> KM |Local connection ID Request the SME protocol features
Consultation Request SME protocol index useful for the partial SIE construction




mechanisms

specifications

SME Protocol Features |[IE/OAM <- KM |Local connection ID Inform of the fields of the partial SIE
Consultation Response SME protocol index when an SME protocol is selected

SME protocol features depending on the flow number
IAuthentication Service |IE/OAM ->KM [Local connection ID Request the authentication service
Features Consultation features useful for the partial SIE
Request construction
Authentication Service |IE/OAM <- KM [Local connection ID Inform the fields of the partial SIE
Features Consultation IAuthentication service when the authentication service is
Response index selected

IAuthentication service

features
SIE for Security IE/OAM <-> KM |Local connection ID Includes the partial or full SIE used
Negotiation SME protocols list for negotiating the security

SIE parameters
SIE for Authentication |[IE/OAM <-> KM |Local connection ID Includes the partial or full SIE used
Only IAuthentication algorithms [only for authentication

list

SIE
Release Connection IE/OAM <-> KM [Local connection IDs Release of one or more

connection(s)
Table2: Messages at the KM/IEOAM interface
Security services and Version 1.0 of the ATM Forum SCAN

Data confidentiality

IATM layer over the cell payload
DES/TripleDES ECB/CBC/ Counter mode

IATM layer over the cell payload
DES/TripleDES ECB/CBC

Data integrity IAAL layer
Session key update OAM cells OAM cells
MD5/SHA-1 MD5

Security parameters
negotiation

Through signaling or the data channel

'Through signaling or OAM cells

Possible SME protocols

2-way protocol (signaling)
3-way protocol (data channel)

2-way protocol (signaling)

2/3-way protocol (OAM cells)

2/3-way RSA-based protocols (+MD5)

SME protocols may include security
parameters confidentiality

Signaling protection

lAccess control

IAuthentication

MD5/SHA-1/RIPEMD-160
+RSA/DSA/DESCBC/ DES40CBC/ Triple
DES CBC/ FEAL CBC

IAuthentication
MD5+RSA algorithm

Table3:  Security service placements and security mechanisms offered in SCAN vs the ATM Forum
the ATM Forum specifications, however it does nappgort the
integrity service proposed by the ATM Forum. Likethe ATM
Forum, SCAN proposes that the negotiation of secservices
In this paper, we describe the technical choicesUsed to protect subsequent data exchanges is daamection
elected in project SCAN to ensure the ATM traffic Setup by introducing a SIE (Security Informationeiaent)
encryption at 155 Mbps providing ATM Forum dedicated to security into setup signaling messagmt differs
compliance and offering a flexible implementation. from the ATM Forum specifications is the possiilito
This paper presents first the security services andrenegotiate the security services during a conmedti progress
mechanisms currently supported by the version 1.0PY encapsulating the same SIE into SCAN specifiegtiiation
of the ATM Forum security specificatiorg], and OAM cells". Because of the limited OAM cells paybaize,
then it details the SCAN security functions being SIEs are segmented prior to their encapsulation.allov a
currently under development. reliable SIE transfer through OAM cells, a celldogecovery
As depicted in table 3, SCAN implements the data Protocol has been defined, and validated. _
encryption and session keys update as specified il SCAN two kinds of SIE are implemented. One isM\Forum
compliant, allowing parties to authenticate to eaather, to

11. Conclusions



negotiate security parameters, and to exchange keySME: Security Message Exchange
securely. The other one is SCAN specific.

Additionally to the ATM Forum SIE functions, it 13, Acknowledgements
ensures the confidentiality of part of the negetiat
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