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EVALUATION EN ENVIRONNEMENT REEL DE LA MISE EN ŒUVRE DES SERVICES DE
SECURITE DANS LES ARCHITECTURES TYPIQUES - ASPECTS LIES A ICMP
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    _____________           I OS 12. 2( 4) T      * * * * *          __________
   | Char l i e      |             |              * *      * *       |  ________ |
   | 192. 168. 101. 1|             .              * Domai ne* - - - - - - } | I nt er net | |
   | _____________|             |             *    I NT   *      | | ________| |
     |   _______________     __v__________   *        *       | __________|
     |  | Pat r i c i a       |    | Rout eur       |   | * * * * * * *
     ` - +192. 168. 101. 110|    | 157. 159. 100. 3[ - - '  _______________
       | 157. 159. 101. 110#===] 157. 159. 101. 1|    | Mar t i n         |
       | _______________|  ^  | 157. 159. 102. 1[ ===#157. 159. 102. 110|
         ^                |  | _____________|  ^  | 192. 168. 102. 110+- .
         |                |                  |  | _______________|  |
         .                |                  |    ^                |
         |                |                  |    |               _| ___________
         .                |                  |    .              | Gat i en       |
         |                ` - - Tunnel  I Psec- - - '    |              | 192. 168. 102. 1|
         .                                      .              | _____________|
         |                                      |
    Passer el l e I Psec                          Passer el l e I Psec
    ( Li nux 2. 4. 21- p4 /                         ( OpenBSD 3. 2)
    Fr eeSwan 2. 00- p6- X509)

#$ Retour aux Sources...

1.1. Remarques préliminaires
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           Type    Nom                                     Réf ér ence
           - - - -     - - - - - - - - - - - - - - - - - - - - - - - - -                - - - - - - - - -
            0      _Echo_Repl y                              [ RFC792]
            3      _Dest i nat i on_Unr eachabl e                 [ RFC792]
            4      _Sour ce_Quench                           [ RFC792]
            5      _Redi r ect                                 [ RFC792]
            6      _Al t er nat e_Host _Addr ess                  [ JBP]
            8      _Echo                                    [ RFC792]
            9      _Rout er _Adver t i sement                     [ RFC1256]
           10      _Rout er _Sol i c i t at i on                     [ RFC1256]
           11      _Ti me_Exceeded                           [ RFC792]
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           12      _Par amet er _Pr obl em                       [ RFC792]
           13      _Ti mest amp                               [ RFC792]
           14      _Ti mest amp_Repl y                         [ RFC792]
           15      _I nf or mat i on_Request                      [ RFC792]
           16      _I nf or mat i on_Repl y                       [ RFC792]
           17      _Addr ess_Mask_Request                     [ RFC950]
           18      _Addr ess_Mask_Repl y                      [ RFC950]
           30      _Tr acer out e                              [ RFC1393]
           31      _Dat agr am_Conver si on_Er r or                [ RFC1475]
           32      _Mobi l e_Host _Redi r ect                     [ Davi d Johnson]
           35      _Mobi l e_Regi st r at i on_Request              [ Bi l l  Si mpson]
           36      _Mobi l e_Regi st r at i on_Repl y               [ Bi l l  Si mpson]
           37      _Domai n_Name_Request                      [ Si mpson]
           38      _Domai n_Name_Repl y                       [ Si mpson]
           39      _SKI P                                    [ Mar kson]
           40      _Phot ur i s                                [ RFC2521]

����
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�����
��������	��	��
#

           Type    Nom                                    Réf ér ence
           - - - -     - - - - - - - - - - - - - - - - - - - - - - - - -                - - - - - - - - -
            0      Echo_Repl y                               [ RFC792]
                      Codes
                       0  No Code

            3      Dest i nat i on_Unr eachabl e                  [ RFC792]
                      Codes
                       0  _Net _Unr eachabl e
                       1  _Host _Unr eachabl e
                       2  _Pr ot ocol _Unr eachabl e
                       3  _Por t _Unr eachabl e
                       4  _Fr agment at i on_Needed_and_Don' t _Fr agment _was_Set
                       5  _Sour ce_Rout e_Fai l ed
                       6  _Dest i nat i on_Net wor k_Unknown
                       7  _Dest i nat i on_Host _Unknown
                       8  _Sour ce_Host _I sol at ed
                       9  _Communi cat i on_wi t h_Dest i nat i on_Net wor k_i s_
                           Admi ni st r at i vel y_Pr ohi bi t ed
                      10  _Communi cat i on_wi t h_Dest i nat i on_Host _i s_
                           Admi ni st r at i vel y_Pr ohi bi t ed
                      11  _Dest i nat i on_Net wor k_Unr eachabl e_f or _Type_of _Ser vi ce
                      12  _Dest i nat i on_Host _Unr eachabl e_f or _Type_of _Ser vi ce
                      13  _Communi cat i on_Admi ni st r at i vel y_Pr ohi bi t ed [ RFC1812]
                      14  _Host _Pr ecedence_Vi ol at i on                 [ RFC1812]
                      15  _Pr ecedence_cut of f _i n_ef f ect                [ RFC1812]

            4      Sour ce_Quench                            [ RFC792]
                      Codes
                       0  No Code

            5      Redi r ect                                  [ RFC792]
                      Codes
                       0  _Redi r ect _Dat agr am_f or _t he_Net wor k_( or _subnet )
                       1  _Redi r ect _Dat agr am_f or _t he_Host
                       2  _Redi r ect _Dat agr am_f or _t he_Type_of _Ser vi ce_and_Net wor k
                       3  _Redi r ect _Dat agr am_f or _t he_Type_of _Ser vi ce_and_Host

            6      Al t er nat e_Host _Addr ess                      [ JBP]
                      Codes
                       0  _Al t er nat e_Addr ess_f or _Host

            8      Echo                                     [ RFC792]
                      Codes
                       0  No Code
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            9      Rout er _Adver t i sement                     [ RFC1256]
                      Codes
                       0  _Nor mal _r out er _adver t i sement
                      16  _Does_not _r out e_common_t r af f i c    [ RFC2002]

           10      Rout er _Sel ect i on                        [ RFC1256]
                      Codes
                       0  No Code

           11      Ti me_Exceeded                            [ RFC792]
                      Codes
                       0  _Ti me_t o_Li ve_exceeded_i n_Tr ansi t
                       1  _Fr agment _Reassembl y_Ti me_Exceeded

           12      Par amet er _Pr obl em                        [ RFC792]
                      Codes
                       0  _Poi nt er _i ndi cat es_t he_er r or
                       1  _Mi ssi ng_a_Requi r ed_Opt i on       [ RFC1108]
                       2  _Bad_Lengt h

           13      Ti mest amp                                [ RFC792]
                      Codes
                       0  No Code

           14      Ti mest amp_Repl y                          [ RFC792]
                      Codes
                       0  No Code

           15      I nf or mat i on_Request                       [ RFC792]
                      Codes
                       0  No Code

           16      I nf or mat i on_Repl y                        [ RFC792]
                      Codes
                       0  No Code

           17      Addr ess_Mask_Request                      [ RFC950]
                      Codes
                       0  No Code

           18      Addr ess_Mask_Repl y                       [ RFC950]
                      Codes
                       0  No Code

           30      Tr acer out e                              [ RFC1393]

           31      Dat agr am_Conver si on_Er r or                [ RFC1475]

           32      Mobi l e_Host _Redi r ect               [ Davi d Johnson]

           35      Mobi l e_Regi st r at i on_Request         [ Bi l l  Si mpson]

           36      Mobi l e_Regi st r at i on_Repl y          [ Bi l l  Si mpson]

           39      SKI P                                    [ Mar kson]

           40      Phot ur i s                                [ RFC2521]
                      Codes
                       0  _Bad_SPI
                       1  _Aut hent i cat i on_Fai l ed
                       2  _Decompr essi on_Fai l ed
                       3  _Decr ypt i on_Fai l ed
                       4  _Need_Aut hent i cat i on
                       5  _Need_Aut hor i zat i on
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@(���������i ncl ude/ l i nux/ i cmp. h�&!���()��

    #def i ne I CMP_ECHOREPLY          0       / *  Echo Repl y                  * /
    #def i ne I CMP_DEST_UNREACH       3       / *  Dest i nat i on Unr eachabl e     * /
    #def i ne I CMP_SOURCE_QUENCH      4       / *  Sour ce Quench               * /
    #def i ne I CMP_REDI RECT           5       / *  Redi r ect  ( change r out e)      * /
    #def i ne I CMP_ECHO               8       / *  Echo Request                 * /
    #def i ne I CMP_TI ME_EXCEEDED      11      / *  Ti me Exceeded               * /
    #def i ne I CMP_PARAMETERPROB      12      / *  Par amet er  Pr obl em           * /
    #def i ne I CMP_TI MESTAMP          13      / *  Ti mest amp Request            * /
    #def i ne I CMP_TI MESTAMPREPLY     14      / *  Ti mest amp Repl y             * /
    #def i ne I CMP_I NFO_REQUEST       15      / *  I nf or mat i on Request          * /
    #def i ne I CMP_I NFO_REPLY         16      / *  I nf or mat i on Repl y           * /
    #def i ne I CMP_ADDRESS            17      / *  Addr ess Mask Request         * /
    #def i ne I CMP_ADDRESSREPLY       18      / *  Addr ess Mask Repl y          * /

@(���������sys/ net i net / i p_i cmp. h�&;���<5.)��

    #def i ne I CMP_ECHOREPLY          0       / *  echo r epl y * /
    #def i ne I CMP_UNREACH            3       / *  dest  unr eachabl e,  codes:  * /
    #def i ne I CMP_SOURCEQUENCH       4       / *  packet  l ost ,  s l ow down * /
    #def i ne I CMP_REDI RECT           5       / *  shor t er  r out e,  codes:  * /
    #def i ne I CMP_ALTHOSTADDR        6       / *  al t er nat e host  addr ess * /
    #def i ne I CMP_ECHO               8       / *  echo ser v i ce * /
    #def i ne I CMP_ROUTERADVERT       9       / *  r out er  adver t i sement  * /
    #def i ne I CMP_ROUTERSOLI CI T      10      / *  r out er  sol i c i t at i on * /
    #def i ne I CMP_TI MXCEED           11      / *  t i me exceeded,  code:  * /
    #def i ne I CMP_PARAMPROB          12      / *  i p header  bad * /
    #def i ne I CMP_TSTAMP             13      / *  t i mest amp r equest  * /
    #def i ne I CMP_TSTAMPREPLY        14      / *  t i mest amp r epl y * /
    #def i ne I CMP_I REQ               15      / *  i nf or mat i on r equest  * /
    #def i ne I CMP_I REQREPLY          16      / *  i nf or mat i on r epl y * /
    #def i ne I CMP_MASKREQ            17      / *  addr ess mask r equest  * /
    #def i ne I CMP_MASKREPLY          18      / *  addr ess mask r epl y * /
    #def i ne I CMP_TRACEROUTE         30      / *  t r acer out e * /
    #def i ne I CMP_DATACONVERR        31      / *  dat a conver si on er r or  * /
    #def i ne I CMP_MOBI LE_REDI RECT    32      / *  mobi l e host  r edi r ect  * /
    #def i ne I CMP_I PV6_WHEREAREYOU   33      / *  I Pv6 wher e- ar e- you * /
    #def i ne I CMP_I PV6_I AMHERE       34      / *  I Pv6 i - am- her e * /
    #def i ne I CMP_MOBI LE_REGREQUEST  35      / *  mobi l e r egi st r at i on r eq * /
    #def i ne I CMP_MOBI LE_REGREPLY    36      / *  mobi l e r egi st r at i on r epl y * /
    #def i ne I CMP_SKI P               39      / *  SKI P * /
    #def i ne I CMP_PHOTURI S           40      / *  Phot ur i s * /
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                 / *
                  *  No ker nel  pr ocessi ng f or  t he f ol l owi ng;
                  *  j ust  f al l  t hr ough t o send t o r aw l i s t ener .
                  * /
                 case I CMP_ECHOREPLY:
                 case I CMP_ROUTERADVERT:
                 case I CMP_ROUTERSOLI CI T:
                 case I CMP_TSTAMPREPLY:
                 case I CMP_I REQREPLY:
                 case I CMP_MASKREPLY:
                 case I CMP_TRACEROUTE:
                 case I CMP_DATACONVERR:
                 case I CMP_MOBI LE_REDI RECT:
                 case I CMP_I PV6_WHEREAREYOU:
                 case I CMP_I PV6_I AMHERE:
                 case I CMP_MOBI LE_REGREQUEST:
                 case I CMP_MOBI LE_REGREPLY:
                 case I CMP_PHOTURI S:
                 . . .
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Ct hul hu: ~# f gr ep - - r ecur si ve I CMP \
    / usr / sr c/ f r eeswan- 2. 00- r c2 \
    / usr / sr c/ l i nux- 2. 4. 21- pr e5 \
    / usr / sr c/ x509- 1. 1. 6- f r eeswan- 2. 00- pr e6 \
    |  t r  [ : cnt r l : ]  ' \ n'  \
    |  t r  [ : bl ank: ]  ' \ n'  \
    |  t r  [ : space: ]  ' \ n'  \
    |  t r  ' _'  '  '  \
    |  t r  [ : punct : ]  ' \ n'  \
    |  t r  '  '  ' _'  \
    |  gr ep I CMP \
    |  sor t  - b - u \
    > Li nux. symbol es
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Ct hul hu: ~# f gr ep - - r ecur si ve I CMP \
    / usr / sr c/ OpenBSD \
    |  t r  [ : cnt r l : ]  ' \ n'  \
    |  t r  [ : bl ank: ]  ' \ n'  \
    |  t r  [ : space: ]  ' \ n'  \
    |  t r  ' _'  '  '  \
    |  t r  [ : punct : ]  ' \ n'  \
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    |  t r  '  '  ' _'  \
    |  gr ep I CMP \
    |  sor t  - b - u \
    > OpenBSD. symbol es
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1.2. IPsec & Linux
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2. Test des Passerelles
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2.1. Les Messages d'Information

  Type    Nom                                     Ref er ence
  - - - -     - - - - - - - - - - - - - - - - - - - - - - - - -                - - - - - - - - -
   8      Echo                                    [ RFC792]
            +- Code 0
            ` - Code n ( n ! = 0)
  13      Ti mest amp                               [ RFC792]
            +- Code 0
            ` - Code n ( n ! = 0)
  17      Addr ess Mask Request                     [ RFC950]  ( OpenBSD seul ement )
            ` - Code 0
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������
 �	�
 �����
 ���
 ��������
 �������
 ��
 	����
 �����1���
 �����	�
 �����&���
 ���
 ��������	��

�	�������	��
����
����
B	���
	:���	�
��	������
&��
���
��������
���<
�	�����
��
 ��������C
#

    # Adr esses Spéci al es
    NULL_ADDRESS=0. 0. 0. 0
    LAN_BROADCAST=255. 255. 255. 255

    # Adr esses Local es
    LOCAL_HOST=127. 0. 0. 1
    LOCAL_NET=127. 0. 0. 0
    LOCAL_BROADCAST=127. 255. 255. 255

    # Réseau 192. 168. 101. 0/ 24
    NET_101_pr i =192. 168. 101. 0
    BRO_101_pr i =192. 168. 101. 255
    SGW_101_pr i =192. 168. 101. 110
    CLI _101_pr i =192. 168. 101. 1

    # Réseau 192. 168. 102. 0/ 24
    NET_102_pr i =192. 168. 102. 0
    BRO_102_pr i =192. 168. 102. 255
    SGW_102_pr i =192. 168. 102. 110
    CLI _102_pr i =192. 168. 102. 1

    # Réseau 157. 159. 101. 0/ 24
    NET_101_pub=157. 159. 101. 0
    BRO_101_pub=157. 159. 101. 255
    SGW_101_pub=157. 159. 101. 110
    GW_101=157. 159. 101. 1
    PI _101=157. 159. 101. 111

    # Réseau 157. 159. 102. 0/ 24
    NET_102_pub=157. 159. 102. 0
    BRO_102_pub=157. 159. 102. 255
    SGW_102_pub=157. 159. 102. 110
    GW_102=157. 159. 102. 1
    PI _102=157. 159. 102. 111

    # Réseau 157. 159. 100. 0/ 24
    NET_100_pub=157. 159. 100. 0
    BRO_100_pub=157. 159. 100. 255
    GW_100=157. 159. 100. 3
    PI _100=157. 159. 100. 76

    # Adr esses MAC des passer el l es
    # ( pour  avoi r  l a possi bi l i t é de
    #  ` ` f or cer ' '  l es dest i nat i ons
    #  dans cer t ai ns t est s)
    M_GW_100=00: 03: E3: 53: 28: 91
    M_SGW_101_pub=00: 10: 5A: 45: AD: 9A
    M_SGW_102_pub=00: 60: 97: 1D: F7: 69

����
 ����
 ������
�:��������
 ��
B��.$
 ��5C
 ������
��	�
 ��
 �����
�������	��$
 ��
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 �����
 �������
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�����C$
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��	=��
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���	����
��
����
������
���
����������
�� ���
#

#! / bi n/ sh
f or  i  i n ` cat  i p_addr esses. t xt `
  do f or  j  i n ` cat  i p_addr esses. t xt `
    do f or  k i n ` cat  mac_addr esses. t xt `
      do
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        echo " nemesi s- i cmp - i   8 - c 0 - v - S ${ I P1}  - D ${ I P2}  - M ${ MAC}  \
          - d et h0 - \ $@"  >> $k. scr i pt
        echo " s l eep 1"   >> $k. scr i pt
        echo " nemesi s- i cmp - i   8 - c 1 - v - S ${ I P1}  - D ${ I P2}  - M ${ MAC}  \

  - d et h0 - \ $@"  >> $k. scr i pt
        echo " s l eep 1"   >> $k. scr i pt
        echo " nemesi s- i cmp - i  13 - c 0 - v - S ${ I P1}  - D ${ I P2}  - M ${ MAC}  \

  - d et h0 - \ $@"  >> $k. scr i pt
        echo " s l eep 1"   >> $k. scr i pt
        echo " nemesi s- i cmp - i  13 - c 1 - v - S ${ I P1}  - D ${ I P2}  - M ${ MAC}  \

  - d et h0 - \ $@"  >> $k. scr i pt
        echo " s l eep 1"   >> $k. scr i pt

echo " nemesi s- i cmp - i  17 - c 0 - v - S ${ I P1}  - D ${ I P2}  - M ${ MAC}  \
  - d et h0 - \ $@"  >> $k. scr i pt

        echo " s l eep 1"   >> $k. scr i pt
      done
    done
  done
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#&<$#&($#'#$':=2

 _____________              I OS 12. 2( 4) T      * * * * *          __________
| Char l i e      |                |              * *      * *       |  ________ |
| 192. 168. 101. 1|        HUB     .              * Domai ne* - - - - - - } | I nt er net | |
| _____________|         |       |             *    I NT   *      | | ________| |
  |   _______________   .     __v__________   *        *       | __________|
  |  | Pat r i c i a       |   |    | Rout eur       |   | * * * * * * *
  ` - +192. 168. 101. 110|   v_  | 157. 159. 100. 3[ - - '  _______________
    | 157. 159. 101. 110#=| __| =] 157. 159. 101. 1|    | Mar t i n         |
    | _______________|   |   ^ | 157. 159. 102. 1[ ===#157. 159. 102. 110|
      ^                 |   | | _____________| ^   | 192. 168. 102. 110+- .
      |                 )   |                |   | _______________|  |
      .   _____________/ _  |                |     ^                |
      |  | Test eur         |  |                |     |               _| ___________
      .  | 157. 159. 101. 111|  |                |     .              | Gat i en       |
      |  | _______________|  ` - Tunnel  I Psec- - '     |              | 192. 168. 102. 1|
      .                                         .              | _____________|
      |                                         |
 Passer el l e I Psec                         Passer el l e I Psec
 ( Li nux 2. 4. 21- p4 /                        ( OpenBSD 3. 2)
 Fr eeswan 2. 00- p6- X509)
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0. 0. 0. 0
255. 255. 255. 255
127. 0. 0. 0
127. 0. 0. 1
127. 255. 255. 255
157. 159. 101. 0
157. 159. 101. 110
157. 159. 101. 255
192. 168. 101. 0
192. 168. 101. 110
192. 168. 101. 255
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                              ______________
 _____________  I OS 12. 2( 4) T | Test eur        |      * * * * *       __________
| Char l i e      |            |   | 157. 159. 100. 76|    * *      * *    |  ________ |
| 192. 168. 101. 1|            .   | ______________|    * Domai ne* - - - } | I nt er net | |
| _____________|            |              | __    *    I NT   *   | | ________| |
  |   _______________    __v__________  | HUB|     *        *    | __________|
  |  | Pat r i c i a       |   | Rout eur       |  | ___[ - - - - ' * * * * * * *
  ` - +192. 168. 101. 110|   | 157. 159. 100. 3[ - '   _______________
    | 157. 159. 101. 110#==] 157. 159. 101. 1|    | Mar t i n         |
    | _______________|  ^ | 157. 159. 102. 1[ ===#157. 159. 102. 110|
      ^                | | _____________| ^   | 192. 168. 102. 110+- .
      |                |                |   | _______________|  |
      .                |                |     ^                |
      |                |                |     |               _| ___________
      .                |                |     .              | Gat i en       |
      |                ` - Tunnel  I Psec- - '     |              | 192. 168. 102. 1|
      .                                     .              | _____________|
      |                                     |
 Passer el l e I Psec                     Passer el l e I Psec
 ( Li nux 2. 4. 21- p4 /                    ( OpenBSD 3. 2)
 Fr eeswan 2. 00- p6- X509)
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 _____________          I OS 12. 2( 4) T      * * * * *          __________
| Char l i e      |            |              * *      * *       |  ________ |
| 192. 168. 101. 1|            .              * Domai ne* - - - - - - } | I nt er net | |
| _____________|            |             *    I NT   *      | | ________| |
  |   _______________    __v__________   *        *       | __________|
  |  | Pat r i c i a       |   | Rout eur       |   | * * * * * * *
  ` - +192. 168. 101. 110|   | 157. 159. 100. 3[ - - '  HUB       _______________
    | 157. 159. 101. 110#==] 157. 159. 101. 1|      v_      | Mar t i n         |
    | _______________|  ^ | 157. 159. 102. 1[ ====| __| =====#157. 159. 102. 110|
      ^                | | _____________| ^     |        | 192. 168. 102. 110+- .
      |                |                |     |        | _______________|  |
      .                ` - Tunnel  I Psec- - '     )          ^                |
      |                       _____________/ _         |     ___________| _
      .                      | Test eur         |         .    | Gat i en       |
      |                      | 157. 159. 102. 111|         |    | 192. 168. 102. 1|
      .                      | _______________|         .    | _____________|
      |                                               |
 Passer el l e I Psec                               Passer el l e I Psec
 ( Li nux 2. 4. 21- p4 /                              ( OpenBSD 3. 2)
 Fr eeswan 2. 00- p6- X509)
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2.2. Les Messages d'Erreurs

  Type    Nom                                     Ref er ence
  - - - -     - - - - - - - - - - - - - - - - - - - - - - - - -                - - - - - - - - -
   3      Dest i nat i on Unr eachabl e                 [ RFC792]
             +- Code 0  _Net _Unr eachabl e
             +- Code 1  _Host _Unr eachabl e
             +- Code 2  _Pr ot ocol _Unr eachabl e
             +- Code 3  _Por t _Unr eachabl e
             +- Code 4  _Fr agment at i on_Needed_and_Don' t _Fr agment _was_Set
             +- Code 5  _Sour ce_Rout e_Fai l ed
             +- Code 6  _Dest i nat i on_Net wor k_Unknown
             +- Code 7  _Dest i nat i on_Host _Unknown
             +- Code 8  _Sour ce_Host _I sol at ed
             +- Code 9  _Communi cat i on_wi t h_Dest i nat i on_Net wor k_i s_
                        Admi ni st r at i vel y_Pr ohi bi t ed
             +- Code 10  _Communi cat i on_wi t h_Dest i nat i on_Host _i s_
                         Admi ni st r at i vel y_Pr ohi bi t ed
             +- Code 11  _Dest i nat i on_Net wor k_Unr eachabl e_f or _Type_of _Ser vi ce
             +- Code 12  _Dest i nat i on_Host _Unr eachabl e_f or _Type_of _Ser vi ce
             +- Code 13  _Communi cat i on_Admi ni st r at i vel y_Pr ohi bi t ed [ RFC1812]
             +- Code 14  _Host _Pr ecedence_Vi ol at i on                 [ RFC1812]
             ` - Code 15  _Pr ecedence_cut of f _i n_ef f ect                [ RFC1812]

   5      Redi r ect                                 [ RFC792]
            +- Code 0  _Redi r ect _Dat agr am_f or _t he_Net wor k_( or _subnet )
            +- Code 1  _Redi r ect _Dat agr am_f or _t he_Host
            +- Code 2  _Redi r ect _Dat agr am_f or _t he_Type_of _Ser vi ce_and_Net wor k
            ` - Code 3  _Redi r ect _Dat agr am_f or _t he_Type_of _Ser vi ce_and_Host
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3. Les Attaques via ICMP

3.1. Dénis / Dégradations de Services
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3.2. Détournement de connexions
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   A r out er  usi ng a r out i ng pr ot ocol  ( ot her  t han st at i c  r out es)  MUST NOT
   consi der  pat hs l ear ned f r om I CMP Redi r ect s when f or war di ng a packet .
   I f  a r out er  i s  not  usi ng a r out i ng pr ot ocol ,  a r out er  MAY have a
   conf i gur at i on t hat ,  i f  set ,  al l ows t he r out er  t o consi der  r out es
   l ear ned t hr ough I CMP Redi r ect s when f or war di ng packet s.
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3.3. Scan ICMP
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3.4. Prise d'Empreintes de Systèmes d'Exploitation
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4. Précautions à prendre vis à vis d'ICMP

4.1. L'Observation
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4.2. Durcissement du noyau
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net / i pv4/ i cmp_echo_i gnor e_al l =1
net / i pv4/ i cmp_echo_i gnor e_br oadcast s=1
net / i pv4/ i cmp_r at emask=524288
net / i pv4/ conf / et h0/ accept _r edi r ect s=0
net / i pv4/ conf / et h0/ secur e_r edi r ect s=0
net / i pv4/ conf / et h0/ send_r edi r ect s=0


�	�����	���	����������	����	����	������	�	�'�������?�����������������		�	��

cer ber e: ~# nmap i van. i nt - evr y. f r
St ar t i ng nmap 3. 27 (  www. i nsecur e. or g/ nmap/  )  at  2003- 06- 05 21: 26 CEST
Not e:  Host  seems down.  I f  i t  i s  r eal l y  up,  but  bl ocki ng our  pi ng pr obes,  t r y - P0
Nmap r un compl et ed - -  1 I P addr ess ( 0 host s up)  scanned i n 12. 307 seconds
cer ber e: ~# nmap - P0 i van. i nt - evr y. f r
St ar t i ng nmap 3. 27 (  www. i nsecur e. or g/ nmap/  )  at  2003- 06- 05 21: 37 CEST
Al l  1623 scanned por t s on i van. i nt - evr y. f r  ( 157. 159. 100. 48)  ar e:  f i l t er ed
Nmap r un compl et ed - -  1 I P addr ess ( 1 host  up)  scanned i n 87. 219 seconds
cer ber e: ~# xpr obe2 i van. i nt - evr y. f r
XPr obe2 v. 0. 1 Copyr i ght  ( c)  2002- 2003 f ygr ave@t i ger t eam. net ,  of i r @sys-
secur i t y . com,  meder @ar eopag. net
[ +]  Tar get  i s  i van. i nt - evr y. f r
[ +]  Loadi ng modul es.
[ +]  Fol l owi ng modul es ar e l oaded:

[ x] I CMP echo ( pi ng)
[ x] TTL di st ance



���������	
�	
�	����		��	�
����
�
�������
����
�
����

Avril 2004

[ x ] I CMP echo
[ x] I CMP Ti mest amp
[ x] I CMP Addr ess
[ x] I CMP I nf o Request
[ x] I CMP por t  unr each

[ +]  7 modul es r egi st er ed
[ +]  I ni t i al i z i ng scan engi ne
[ +]  Runni ng scan engi ne
[ +]  Host :  157. 159. 100. 48 i s down ( Guess pr obabi l i t y :  0%)
[ +]  Cl eani ng up scan engi ne
[ +]  Modul es dei ni t i al i zed
[ +]  Execut i on compl et ed.
cer ber e: ~#

4.3. Filtrage
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4.4. Politiques de Sécurité
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5. Conclusion
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