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ABSTRACT
Distributed Event-Based Systems (DEBS) provide a versa-
tile solution for asynchronously exchanging data in a dis-
tributed system, loosely-coupled in space and time. In this
work, the software architecture of a DEBS is composed of an
overlay network of brokers that are responsible for routing
data from producers to consumers. Important issues are the
cost (in terms of exchanged messages) of the installation of
routing filters (for advertisements and subscriptions) on the
brokers, and the cost of routing notifications. In this work,
we extend the usage of the concept of scope to propose the
concept of multiscoping: the overlay of brokers is logically
structured according to several dimensions (geographic loca-
tion, network characteristics, client membership, etc.) with
visibility filters installed at scope boundaries; these overlays
are superposed; clients connect to brokers and express their
scoping requirements on these dimensions; and distribution
of notifications is controlled both by visibility and routing
filters.

Categories and Subject Descriptors
C.2.4 [Computer Systems Organisation]: Computer
Communication Networks—Distributed Systems; C.2.5
[Computer-Communication Networks]: Local and
Wide Area Networks—Internet.

General Terms
Algorithms, Design.

Keywords
Middleware, Distributed Event-Based Systems, Scoping.

1. INTRODUCTION
Among the many middleware approaches for designing

emerging systems in the context of the Internet of Things
(IoT) [1], the publish/subscribe communication model [3]
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that is brought to play in Distributed Event-Based Systems
(DEBS) [6, 9] belongs to the most popular solutions to ad-
dress sense and respond applications. Producers are clients
that publish notifications whereas consumers are clients that
react to notifications delivered to them by the system. An
advertisement describes a set of notifications a producer is
willing to publish. Producers initiate the communication
but they do not know any consumer. A subscription de-
scribes a set of notifications a consumer is interested in. If
a notification matches a subscription, it is delivered to the
consumer.

DEBS solutions are originally typically implemented as
overlay networks of brokers [10]. The access broker of the
consumer is responsible for installing the subscription filter
on all the brokers of the overlay network so that notifica-
tions that match the subscription are routed towards the
consumer. In the context of broad IoT, many brokers may
be involved and many messages may be exchanged when
installing advertisement and subscription filters, and when
routing notifications. The cost in number of exchanged mes-
sages is an important issue in wide-area DEBS and espe-
cially in heterogeneous systems involving for instance clouds,
cloudlets, desktops, laptops, mobile phones, and smart ob-
jects of the IoT. In these systems, we can observe that sys-
tem heterogeneity comes from device heterogeneity but also
from the different technologies used for networking, from
the end-users characteristics such as social membership, ge-
ographic location, etc. When dealing with one type of het-
erogeneity, e.g. network heterogeneity, and one characteris-
tic, e.g. network range, it is interesting to distinguish sev-
eral ranges of levels or scales, e.g. PAN, LAN, WAN scales.
Then, a distributed system that takes into account several of
these scales is said to be a multiscale distributed system [2,
5, 8, 11].

Clearly, some of the sources of heterogeneity impact dis-
tributed routing. In this work, we claim that heterogeneity
is also a part of the solution. For example, when a consumer
declares an interest in the weather and living conditions of
travelling family members on vacation abroad, the brokers
may deduce that some parts of the overlay network are not
concerned. In other words, some sources of heterogeneity de-
limit logical spaces and these spaces delimit scopes of data
distribution, with notifications being visible only into certain
scopes.

We extend the concept of scope of [4] to propose the con-
cept of multiscoping: administrators structure the groups of
brokers according to different dimensions (geographic local-
isation, network range characteristics, client membership,
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etc.) with visibility filters installed at scope boundaries;
clients connect to brokers and express their scoping require-
ments in advertisements and subscriptions; and distribution
of notifications is controlled by visibility and routing filters.
To that end, we extend the requirements of distributed rout-
ing to deal with multiscoping.

2. DEBS WITH MULTISCOPING

2.1 Concept of multiscoping
The concept of “scope” is used for structuring publish/-

subscribe systems by putting the concept of visibility of no-
tifications forward. The visibility of a notification limits the
set of consumers that may get access to this notification. We
take the definition presented in [4]: “A scope is an abstrac-
tion that bundles a set of clients (producers and consumers)
in that the visibility of notifications published by a producer
is confined to the consumers belonging to the same scope as
the producer; a scope can recursively be a member of other
scopes”. The concept of “multiscoping” is to consider sev-
eral disjoint sets of scopes, one set of scopes per dimension
—i.e. per measurement of a particular characteristic of a
particular architectural viewpoint [7].

As displayed in Figure 1, we illustrate the solution with
a context management service, and more particularly with
context data from the IoT. The dimension membership of the
viewpoint user is important when considering context data
distribution. With the IoT, context data are used locally
(e.g. in a smart space), and also remotely (e.g. in another
administrative area). The dimension administrative area of
the viewpoint geography is thus interesting for tagging sub-
scriptions and forwarding notifications to specific areas. In
addition, the scales of the dimension network range of the
viewpoint network can help in deciding where to perform
context data aggregation to limit broadcasting: e.g. in the
local WiFi network on-board the bus or in the Intranet of
the transportation operator, or even in a public Cloud.

We complement the API of regular DEBS with the man-
agement of multiscoping. Before advertising or subscribing,
system administrators “partition” the system into scopes by
tagging brokers. This is done through the new actions Join-
Scope and LeaveScope. For instance, the system adminis-
trator may tag some brokers with the scope Europe, then
others France, next Bordeaux, etc. When clients submit an
advertisement or a subscription, they specify the scopes, at
most one per dimension. A producer may provide context
data for the scope of Bordeaux. Thus, her notifications may
be forwarded only in the scope of Bordeaux: This is the role
of distributed routing to limit the dissemination. In other
words, the idea is that an overlay of brokers joins together
producers and consumers that specify the scope Bordeaux.
Secondly, scopes are organised into hierarchies and this is
the role of the visibility filters of a scope to constrain the
condition for the forwarding to subscopes and superscopes.
Roughly speaking, notifications are visible to a client if they
are visible to that client for every scope of every dimension
of the set of scopes specified in the advertisement. A third
impact of multiscoping is that subscription filters are only
installed on brokers belonging to visible scopes.

2.2 Visibility in a dimension—Monoscoping
By convenience, we add to the set of scopes of a dimension

the scopes bottom (⊥) and top (⊤). The membership rela-

tion “superscope”between scopes in a dimension d is defined
by a directed acyclic graph (DAG) of components (clients
and scopes) such that any two clients are not directly con-
nected, and no scope, except ⊥, is a“subscope”of a client. In
addition, we state that ⊥ is a subscope of every component
and that ⊤ is a superscope of every component. The edge
directions in the scope graph indicate scope membership but
notifications can “virtually” travel in both directions.

In the dimension membership of Figure 1, the scope graph
is composed of clients W , X, Y and Z, and scopes es, us, fs,
ir , ls, and is. For the sake of clarity, we do not draw all the
edges (component , ⊤) and (⊥, component). In this dimen-
sion, X is a subscope of ls, ls is a subscope of us, us is a
subscope of es, and X is transitively a subscope of es. But,
neither us is transitively a subscope of ir nor ir is transi-
tively a subscope of us.

Notifications may cross scope boundaries. However, be-
fore “going through” a scope boundary, a notification must
match a visibility filter established between the two scopes.
Like forwarding filters, visibility filters are content-based.
The act of applying a visibility filter is called visibility
matching. In Figure 1, the notification n is visible from
scope ls to scope us, and from scope fs to scope is. The
pathway of a notification in a scope graph is called a scope
path. For instance, in Figure 1, in the dimension member-
ship, n is passed along the scope path (ls, us, es, fs, is) from
the producer X to the consumer Y .

The following rules determine the set of eligible direct
subscopes and superscopes to which a notification is visi-
ble. Firstly, when published, a notification is made visible
to the scopes the producer belongs to. This rule is applied
recursively to make outgoing notifications visible to all fur-
ther superscopes. Secondly, when an incoming notification
is visible within a scope, it is visible to all its children. This
rule is applied recursively to make notifications visible to
further children. Consequently, outgoing notifications are
visible to all the superscopes and to all the sibling scopes.
In addition, by convention, we state the following: visibil-
ity filters to ⊥ are always false; visibility filters from ⊥ are
always true; visibility filters to ⊤ are always true; and, vis-
ibility filters from ⊤ are always false.

A path of scopes that connects a producer X to a con-
sumer Y is called a visibility path and is decomposed into
two, possibly empty, parts: an upward part and a downward
part such that X is transitively a subscope of K and K is
transitively a superscope of Y . In Figure 1, the visibility
path (X, ls, us, es, fs, is, Y ) is composed of the upward part
(X, ls, us, es) and the downward part (es, fs, is, Y ).

2.3 Visibility in several dimensions—
Multiscoping

In order to structure the overlay network of brokers ac-
cording to several dimensions, we consider more than one
graph of scopes. So, when submitting an advertisement or
a subscription, a client provides a set of scopes, at most one
scope per dimension. This set of scopes is transformed into
a set of paths of scopes (of length one) and the latter set
is denoted Φ in the sequel. When publishing, a producer
indicates the identity of the advertisement filter and the no-
tification is tagged with the set of (paths of) scopes of the
advertisement.

We can now define the visibility of a notification n pro-
duced by a producer X and matching the forwarding filter
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of the advertisement filter f and delivered to a specific con-
sumer Y that subscribes to a subscription filter f ′ (denoted

by X ΦX,f

n ΦY,f′ Y ). The usage of the pairs (X, f) and

(Y, f ′) is for allowing several advertisements and subscrip-
tions per client. In addition, since it is not reasonable to let
designers specify a scope for every dimension of the multi-
scale characterisation of the distributed system, we use the
specific scope ⊥ in advertisements to indicate that ⊥ should
be used for every dimension not explicitly specified in the
advertisement —i.e. the evaluation of the visibility from X
to Y is replaced by the evaluation of the visibility from ⊥ to
Y . In other words, the producer is imposing no constraint
on the visibility of the notification for that dimension. Simi-
larly, we use the specific scope ⊤ in subscriptions to indicate
that ⊤ should be used for every dimension not explicitly
specified in the subscription —i.e. ⊤ is substituted to Y in
the evaluation of the visibility from X to Y . In other words,
the consumer wants to be notified regardless the scope of the
notification for that dimension. Therefore, a notification n
published by client X through the advertisement filter f is
visible to client Y through the subscription filter f ′ if and
only if n is visible from X to Y in all the dimensions specified
in the set ΦX,f ∪ ΦY,f ′ \ {(⊥), (⊤)}, with X being replaced
by ⊥ when no scope for a dimension is present in ΦX,f but
⊥ is present in ΦX,f , and with Y being replaced by ⊤ when
no scope for a dimension is present in ΦY,f ′ but ⊤ is present
in ΦY,f ′ .

In Figure 1, let W and X be two producers, and Y and Z
be two consumers. Given the following sets of scope paths
for the advertisements and the subscriptions: ΦW,f = {-
(ls), (ch)}, ΦX,f = {(ls), (ch), (⊥)}, ΦY,f ′ = {(is), (lo),-
(tm)}, and ΦZ,f ′ = {(is), (tm), (⊤)}, we can deduce that:
W ΦW,f ΦY,f′ Y does not hold because ¬(W ❀ Y )d3 ;

W ΦW,f ΦZ,f′ Z does not hold because ¬(W ❀ Z)d3 ;

X ΦX,f ΦY,f′ Y does hold because (X ❀ Y )d1 ∧ (X ❀

Y )d2 ∧ (⊥ ❀ Y )d3 ; and X ΦX,f ΦZ,f′ Z does hold because

(X ❀ Z)d1 ∧ (X ❀ ⊤)d2 ∧ (⊥ ❀ Z)d3 .
Before forwarding a notification to a given destination D

—i.e. a neighbouring broker or a local client— the receiv-
ing broker B checks whether a visibility path associated with
that notification can be built in the direction of D. The veri-
fication must be done not only according to the point of view
of the producer for satisfying the constraints of the producer,
but also according to the point of view of the consumer for
satisfying the constraints of the consumer. Let Φn be the
set of scope paths associated with the notification, and Φs

be the set of scope paths associated with the subscription.
From the point of view of the producer, a visibility path ex-
ists if there exists a visibility path for each dimension d in
the set of dimensions associated with Φn. Similarly, from
the point of view of the consumer, a visibility path exists if
there exists a visibility path for each dimension d in the set
of dimensions associated with Φs.

2.4 DEBS with multiscoping
At the access broker of the producer, the set of scope

paths of the advertisement filter fa becomes the set of scope
paths of the notification —i.e. Φfa = Φn. A notification
matches a subscription filter fs at the access broker of the
consumer if a visibility path can be deduced from the set of
scope paths of the notification Φn and the set of scope paths
of the subscription Φs, and if the notification matches the

forwarding filter of the subscription.
Therefore, a distributed event-based system with multi-

scoping satisfies the following requirements: (safety) a) A
client receives only notifications it is currently subscribed to;
b) A client receives only notifications that have been pre-
viously published by other clients and from which they are
visible; c) If the filter of the publication call does not belong
to the active advertisements of the publishing client or if the
notification does not match the filter specified in the publi-
cation call, the notification should not be delivered to any
client; d) A client receives a notification at most once; and
(liveness) e) A client eventually receives every notification
that is visible to it and that matches some forwarding filter
of its subscriptions.

These requirements define the properties of the solution
when seen as a black box. This specification does not suit
when designing the routing part of the system because it
does not specify the central role of brokers in the dissemina-
tion of notifications. In other words, we need a property that
only depends on the configurations of neighbouring brokers
for taking decisions on routing matter. In the next section,
we explain distributed routing with multiscoping.

3. DISTRIBUTED ROUTING WITH MUL-
TISCOPING

We reify a scope as an overlay of brokers and clients, with
the specific scopes ⊥ and ⊤ being virtual. Scope overlays are
built such that two overlays of brokers corresponding to two
scopes related by the relationship “superscope” intersect. At
a broker, a notification tagged with sets of scope paths can
be either forwarded to neighbouring brokers, or “mapped
up or down”. In the case of forwarding, n is routed within
the overlay of brokers belonging to the same set of scopes
and n does not go across any scope boundary. In the case
of visibility mapping, Φn is transformed so that n becomes
visible to its superscope(s) or subscope(s). Thus, n may be
routed from broker to broker or transformed several times
before reaching a given destination.

Then, the routing of a notification involves two kinds of
treatments: forwarding between neighbouring brokers and
scope transformation at a broker. The forwarding is the
routing of classical DEBS without scoping.

In order to route a notification tagged with a set of scope
paths, each broker classically maintains locally a routing
table. The multiscoping aspect is taken into account by or-
ganising routing table entries into triples (set of scope paths
Φs, forwarding or visibility filter f , destination D). In the
case of a forwarding filter, an entry is read as follows: If D
is a client, if a visibility path can be built from Φn, and if
n matches f , then n is forwarded to D; If D is a broker,
if a visibility path can be built from Φn and Φs, and if n
matches f , then n is forwarded to D. In the case of a visibil-
ity filter, Φs contains only one scope path sp and sp = (s);
an entry is read as follows: if there exists a scope path spn

in Φn \ {(⊥), (⊤)} such that a new path sp′ can be built
from spn and sp —i.e. s is an eligible next-hop scope of
last(spn)— and if n matches f ; then Φn is transformed and
the destination D is the same broker.

Therefore, a distributed routing algorithm with multi-
scoping satisfies the following requirements: (local validity)
a) Only notifications that match the forwarding filter of
their advertisement filter at the producer’s access broker are
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Figure 1: Dimensions, scopes, clients, and visibility (superscope relations k ⊳ ⊤ are not drawn)

forwarded; b) Only notifications that match one of the for-
warding filter of the subscription filters at the consumer’s
access broker are delivered and they are delivered immedi-
ately; (eventual monotone remote validity) c) The routing
table entries with forwarding filters build delivery paths from
producers to consumers; and d) The routing table entries
with visibility filters build visibility paths from the set of
scope paths of advertisement filters to the set of scope paths
of subscription filters.

4. CONCLUDING REMARKS
We show that some sources of heterogeneity such as net-

work range capabilities, geographic location, or social mem-
bership that characterise multiscale systems can be used for
controlling the dissemination of subscriptions and publica-
tions. Our solution proposes to relate the scales of the mul-
tiscale characterisation of a distributed system to scopes:
each relevant dimension of the multiscale characterisation
leads to a graph of scopes; each scale in a dimension is re-
lated to a scope. In order to highlight the structuring of
the overlay of brokers according to several dimensions, we
name our approach “DEBS with multiscoping”. We pro-
vide the specifications of DEBS with multiscoping and of
distributed routing with multiscoping. The algorithms are
implemented as an open source solution called muDEBS
(https://fusionforge.int-evry.fr/www/mudebs/).
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